can b e used in multipro cessors with and without coherent

caches.

7 Ac kno wledgmen ts

I would like to thank T om LeBlanc, Michael Scott and John

Mellor-Crummey for v aluable discussions and suggestions in

earlier drafts of this pap er. The material in this pap er is

based up on work supp orted by the National Science F oun-

dation under Grant numb er CDA-8822724.

References

[1] T. E. Anderson. \The Performance of Spin Lo ck Al-

ternatives for Shared-Memory Multipro cessors". IEEE

T r ansactions on Par al lel and Distribute d Systems,

1(1):6{16, January 1990.

[2] S.R. Biyabani, J.A. Stankovic, and K. Ramamritham.

\The Integration of Deadline and Criticalness in Hard

Real-Time Scheduling". In Pr o c e e dings of the IEEE

R e al-Time Systems Symp osium, pages 152{160, 1988.

[3] J. Blazewicz. \Deadline Scheduling of T asks with Ready

Times and Resource Constraints". Information Pr o c ess-

ing L etters, 8(2):60{63, 1979.

[4] J. E. Burns. \Mutual Exclusion with Linear W aiting

using Binary Shared V ariables". SIGACT News, 10(2),

Summer 1978.

[5] S.C. Cheng, J.A. Stankovic, and K. Ramamritham.

\Scheduling Algorithms for Hard Real-Time Systems -

A Brief Survey". T utorial: Har d R e al-Time Systems,

pages 150{173, 1988.

[6] Motorola Inc. \MVME135, MVME135-1, MVME135A,

MVME136 and MVME136A 32-bit Micro computers

User’s Manual", 1989.

[7] C.L. Liu and J.W. Layland. \Scheduling Algorithms for

Multiprogramming in a Hard Real-Time Environment".

Journal of the ACM, 20(1):46{61, 1973.

[8] J. M. Mellor-Crummey and M. L. Scott. \Algorithms

for Scalable Synchronization on Shared-Memory Multi-

pro cess ors". ACM T r ansactions on Computer Systems,

9(1), 1991. (to app ear), Earlier version published as TR

342, University of Ro chester, Computer Science Depart-

ment, April 1990.

[9] L.D. Molesky

, C. Shen, and G. Zlok apa. \Predictable

Synchronization Mechanisms for Multipro cessor Real-

Time Systems". R e al-Time Systems, 3(2), 1990.

[10] R. Ra jkumar, L. Sha, and J.P

. Leho csky

. \An Exp eri-

mental Investigation of Synchronization Proto cols". In

Pr o c e e dings 6th IEEE Workshop on R e al-time Op er at-

ing Systems and Softwar e, pages 11{17, Pittsburgh, P A,

May 1989.

[11] R. Ra jkumar, L. Sha, and J. P

. Leho czky

. \Real-

Time Synchronization Proto cols for multipro cessors". In

IEEE R e al-Time Systems Symp osium, pages 259{169,

1988.

[12] L. Sha, J. Leho czky

, and R. Ra jkumar. \Solutions

for Some Practical Problems in Prioritized Preemptive

Scheduling". In Pr o c e e dings of the 7th R e al-Time Sys-

tems Symp osium, pages 181{191, New Orleans, LA,

1986.

[13] J.A. Stankovic. \Misconceptions Ab out Real-Time

Computing: A Serious Problem for Next-Generation

Systems". IEEE Computer, 21(10):10{19, Oct 1988.

} // else there are spinning processors

� Pro cess or h is just after pro cess or I in the queue: In

this case there is no need to move h to the end of the

queue, b ecause once I is removed from the queue, then

h will b e the last pro cess or in the queue, and the holder

of the lo ck. The co de to do this is:

h = highest_priority_spinning_processor() ;

if (I->next == h){

//the queue is: I -> h -> ... <- L

h->previous = nil ; // dequeue I

// give the lock to processor h

h->locked = FALSE ;

return ;

}

� Pro cess or h is neither p enultimate, nor �rst in the queue:

In this case we can move h to the tail of the queue, with-

out any p ossibility of race condition, b ecause pro cessors

join the queue through its head, and alter only the p oint-

ers of the pro cessor that is the head of the queue. The

co de in this case is:

// the queue is : I->... ->h->...<-L

p = h->previous ;

if (h->next != nil) {

// the queue: I->...p->h->...<-L

// remove h from the Q

h->previous->next = h->next ;

h->next->previous = h->previous ;

// put h at the end of the Q

h->next = I->next ; h->locked = FALSE ;

h->previous = nil ;

return ;

}

� Pro cess or h is the head of the queue: This case is more

di�cult than the previous ones, b ecause we have to move

h to the end of the queue, while at the same time other

pro cessors may join the queue, and change the p oint-

ers of the record of h. Again we use the help of the

compare and swap atomic instruction. De�ne p to b e

the predec es sor of h. W e will use the compare and -

swap to move p to the head of the queue, and move h to

the tail of the queue without any race conditions. W e

atomically do the following:

if h is the head of the queue then set p to b e

the head of the queue

Now, if the ab ove atomic op eration succee ded, then p

is the head of the queue, and h can b e safely moved

without any race conditions. Otherwise, it means that

one or more pro cessors have just join the queue, and in

this case we can move h to the tail of the queue safely .

The pseudo co de to do this is:

p->next = nil ;

if (compare_and_swap(L, h, p)) {

// the swap was successful

// after the compare_and_swap the

// queue becomes I->...->p<- L

// p is now the head of the queue

// move h to the tail

h->next = I->next ; h->previous = nil ;

h->locked = FALSE ; return ;

} else {

// some other processor just joined

// compare and swap did not return true

repeat while h->next = nil ; // spin

h->previous->next = h->next ;

h->next->previous = h->previous ;

h->next = I->next ; h->previous = nil ;

h->locked = FALSE ;

}

5 Complexit y

W e describ e the p erformance of our priority spinlo ck algo-

rithms in terms of running time, memory requirements, and

remote memory reference s. Both the algorithms have the

same asymptotic complexity in terms of running time and

remote memory reference s (or cache inv alidations). Supp ose

that at most P pro cess ors want to lo ck the spinlo ck i. The

time to acquire a lo ck may b e unb ounded, b ecause there may

always b e high priority pro cessors in the systems that request

the lo ck, and some low priority pro cess or may never get the

chance to acquire it. The time to release the lo ck is O (P ).

The numb er of remote memory referen ces (or cache inv alida-

tions), to acquire a lo ck is constant, and O (P ) referenc es to

release it. The memory requirements of the two algorithms

are di�erent. If there are P pro cess ors in the system and

M lo cks, then the total memory required by the prioritized

MCS lo ck is O (P + M ), while for the prioritized Burns’s lo ck

is O (P � M ).

6 Conclusions

In this pap er we de�ned a low level multipro cessor synchro-

nization mechanism called priority spinlo ck, and we prop osed

two algorithms that implement priority spinlo cks. Priority

spinlo cks take into account the timing constraints of the pro-

cesses that want to acquire the lo ck, and favor high priority

pro cesse s. Priority spinlo cks can b e used in many places in

a real-time application. They can b e used as describ ed to

provide prioritized access to a shared resource, or as a build-

ing blo ck for priority binary semaphores, priority counting

semaphores, and priority monitors. Our algorithms have

predictable implementations b ecause they are based on lo-

cal spinning. The �rst can b e used in multipro cessors with

coherent caches, and the second, alb eit more complicated, struct queue_link {

struct lock_struct * next ;

Boolean locked ;

}

typedef struct queue_link * qlink ;

local qlink I ;

// initialized to point to a queue link record

// in the local portion of shared memory

procedure acquire_lock (L)

qlink predecessor ;

I->next = nil ;

predecessor = fetch_and_store (L, I)

if (predecessor != nil){ // queue was non-empty

I->locked = true ;

predecessor->next = I ;

repeat while (I->locked == TRUE) ;// spin

}

procedure release_lock (L)

if (I->next == nil) { // no known successor

if compare_and_swap (L, I, nil)

return ;

// assuming compare_and_swap

// returns true iff it swapped

repeat while (I->next == nil) ; // spin

}

I->next->locked = FALSE ;

Fig. 3: The MCS list-based queuing lo ck

Data structures: W e use a global queue of pro cess ors that

spin for the lo ck. The queue is implemented as a doubly

linked list. Each pro cess or has a record in the queue that

contains some information ab out the pro cessor. The lo ck is

a p ointer to the head of the queue. If the queue is empty

, then

the lo ck is free. If the queue is not empty

, then the holder

of the lo ck is the tail of the queue. The global de�nitions for

the extende d MCS lo ck are in Fig. 4.

Acquire lo ck: The acquire lock op eration is not

changed. If a pro cessor wants to acquire the lo ck it

joins the lo ck queue atomically

, using the help of the

fetch_and_store atomic instruction. If it �nds out that

it is the tail of the queue, then it continues, knowing that it

has the lo ck. Otherwise, it spins on a lo cal v ariable, waiting

its turn to b ecome the tail of the queue and the holder of the

lo ck. The co de for the acquire lock op eration is in Fig. 4.

Release lo ck: The pro cessor that releases the lo ck

searches the queue to �nd the highest priority spinning pro-

cessor and gives it the lo ck. The action of giving the lo ck

from pro cess or A to pro cessor B is done by moving pro ces-

sor B to the end of the queue, and removing pro cessor A

from the queue. This is not a trivial task to do, b ecause

at the time pro cess or B is b eing moved to the end of the

queue, other pro cessors may join the queue, and race condistruct queue_link{

struct queue_link * next ;

struct queue_link * previous ;

int priority ;

Boolean locked ;

}

typedef struct queue_link * qlink ;

qlink I ;

// initialized to point to a queue link record in

// the local portion of shared memory

procedure acquire_lock (L)

{

qlink predecessor ;

I->next = nil ; // initialize the fields

I->previous = nil ;// of the record

I->priority = my_priority ;

predecessor = fetch_and_store (L, I) ; // join

if (predecessor != nil) { //queue was non-empty

I->locked = TRUE ; //the lock is locked

I->previous = predecessor ;//join the queue

predecessor->next = I ;

repeat while (I->locked == TRUE) ; // spin

}

}

Fig. 4: Priority Spinlo ck with lo cal memory spinning

tions may happ en. Note that we can not use a simple (not

priority) lo ck to protect the queue, b ecause this lo ck may

intro duce priority inversion that may violate the priority or-

dering prop erty

. During the release lock op eration there

are many cases to b e considered. Dep ending on where in the

queue is the highest priority pro cess or, we have to execute

di�erent co de to move it to the end of the queue.

De�ne h to b e the highest priority pro cess or in the queue.

De�ne I to b e the pro cess or that releases the lo ck. The

di�erent cases to b e considered are:

� I is the only pro cess or in the queue: In this case I will

release the lo ck. However, it has to make sure that no

pro cessor joined the queue after I found that it is the

only pro cessor in the queue, and b efore releasing the

lo ck. In the case where some pro cessor did join the

queue b etween the two events, then pro cessor I should

give the lo ck to this pro cessor

7

.

if (I->next == nil) { // no one in the queue

if compare_and_swap (L, I, nil) return ;

// compare_and_swap returns true iff swapped

// some processor just joined the queue

repeat while I->next = nil ; // spin

// give the lock to the first processor

I->next->locked = false ;

return ;

7

Note that more than one pro cessors, may have joined the queue in

the meantime. The lo ck is given to the �rst of them without considering

priorities. The highest priority pro cessor will acquire the lo ck the next

time, which is consisten t with our de�nition of priority spinlo cks.

boolean array want[0..P-1] ;

integer array priority[0..P-1] ;

initially for all k: want[k] = FALSE;

priority[k] = 0 ;

local int my_priority ;

local int i ; // processor’s id

procedure acquire_lock(L)

// i is the identity of the processor

priority[i] = my_priority ;

want[i] = TRUE ;

while ((want[i] == TRUE) AND

(L == locked OR

test_and_set(L) == locked)) ;

// while the spinlock is held spin

procedure release_spinlock(L)

want[i] = FALSE ;

j = find_max_priority() ;

// find the highest priority spinning processor

if (j == -1) {//if no processor spins

L = free ; // clear the spinlock

}

else { // if there is a spinning processor

// allow it to continue, without releasing

// the spinlock; the spinlock is inherited

// by processor j from processor i

want[j] = FALSE ;

}

Fig. 2: Priority spinlo ck with lo cal cache spinning

con�gurations with hundreds of pro cessors. The algorithm

we describ e in this section works equally well on multipro-

cessors with coherent caches or with lo cal memories. The

priority spinlo ck algorithm we prop ose is a mo di�ed version

of the MCS lo ck [8]. Our algorithm and the MCS lo ck spin

on lo cal memory only

4

, require a small constant amount of

space p er lo ck, and work equally well on machines with and

without coherent caches. Moreover our algorithm guarantees

the Priority or dering prop erty .

4.1 The MCS lo c k

The MCS lo ck uses a queue of pro cessors for each lo ck. Pro-

cessors that want to acquire the lo ck join the queue. The

order in which pro cessors join the queue is the order in which

they acquire the lo ck. The lo ck is nothing more than a

p ointer to the head of the queue. The tail of the queue

represe nts the pro cessor that has the lo ck.

Acquire lo ck: If pro cessor proc wants to acquire the lo ck,

it joins the queue by executing a fetch and store

5

atomic

instruction. If proc is the tail of the queue (no predeces sor),

4

More precisely

, on statically allo cated pro cessor sp eci�c memory ,

which will b e lo cal to any machine in which shared memory is dis-

tributed or coherently cached.

5

fetch and store(x,y) atomically sets x to y and returns the old

v alue of x then it continues (b ecause the tail of the queue is the holder

of the lo ck), else it busy-waits by spinning on a lo cal v ariable.

The pseudo co de to acquire the lo ck is:

predecessor = fetch_and_store(lock, my_record) ;

// my_record now is a pointer to the head

// of the queue, and the lock pointer now

// points to my_record

if (predecessor == nil)//I am the holder

return ;

else

// spin on some local variable

Release lo ck: When pro cessor proc wants to release the

lo ck then:

� If the lo ck queue is not empty

, it gives the lo ck to its suc-

cessor, by changing the v alue of its succe ssor’s spinning

v ariable.

� If the queue is empty

, then the co de is more compli-

cated. If pro cess or proc releases the lo ck after it veri�es

that the queue is empty

, then there is the p ossibility

that in the meantime (after verifying, but b efore releas-

ing) some other pro cessor will join the queue and will

stay there forever. In order to avoid this deadlo ck sit-

uation the releasing pro cessor (proc) uses the atomic

instruction compare and swap

6

: Pro cess or proc checks

if it is the head of the queue, and if yes it dequeues itself.

The check and dequeuing are done atomically with the

help of the atomic compare and swap instruction. If the

atomic instruction do esn’t succeed, it means that some

other pro cessor joined the queue. In this case pro cessor

proc gives the lo ck to the pro cessor that just joined the

queue. If more than one joined it, the �rst one gets the

lo ck.

The pseudo co de for the algorithm is in Fig. 3.

4.2 Priorit y lo c k

Our priority spinlo ck is very similar to the MCS lo ck. The

basic di�erence is that we dequeue the pro cess ors from the

lo ck queue in a priority order, b ecause we want to implement

priority spinlo cks that have the priority ordering prop erty .

Dequeuing the pro cessors from the queue in priority order is

not trivial b ecause the queue can b e access ed by any pro ces-

sor that wants to join it, and we need to keep it in consistent

state. Of course, we can not use lo cks for the enqueue and

dequeue op erations, b ecause these lo cks can only b e simple

(not priority) spinlo cks, and they may violate the priority or-

dering prop erty

. So, we should protect the queue using only

atomic instructions.

6

compare and swap(x,y,z) atomically compares x and y and if equal,

sets x to z and returns TRUE, else it returns FALSE.

3 First algorithm

This section presents an algorithm for acquiring and releas-

ing priority spinlo cks that can b e e�ciently implemented on

cache-cohere nt multipro cessors.

3.1 Burns’s algorithm

Our algorithm is a mo di�cation of Burns’s algorithm [4], that

guarantees mutual exclusion and line ar waiting. Linear wait-

ing means that if a pro cess or tries to enter the critical region,

it will enter it b efore any other pro cess or has entered the crit-

ical region more than once.

Burns’s algorithm uses a

shared global array want[0..P-1], where P is the numb er

of pro cessors in the system. If pro cessor i wants to enter

the critical region, it sets want[i] to TRUE. Then, it starts

spinning executing the test and set atomic instruction and

checking the v alue of want[i].

A pro cess or i that exits the critical region searches the ar-

ray want sequentially

, �nds the �rst spinning pro cess or with

index larger than the index of pro cessor i (mo dulo the num-

b er of pro cessors ), and allows it to enter the critical region.

Burns’s algorithm can b e found in Fig. 1.

local int i ; // the id of this processor

boolean array want[0..P-1] ;

initially for all k: want[k] = FALSE;

acquire_lock(l)

{

want[i] = TRUE;//register that I want the lock

while ((want[i] == TRUE) AND

(test_and_set(l) == locked)) ;// spin

}

release_lock(l)

{

int j ;

want[i] = FALSE ; // release the lock

// get the next processor in line

j = (i+1) % P ;

while ((want[j] == FALSE) AND (j != i))

// while no processor wants the lock

// go to the next one

j = (j+1) % P ;

if (i == j) // if none wants the lock

clear(l) ; // release it

else // hand processor j the lock

want[j] = FALSE ;

}

Fig. 1: Burns’s FIFO lo ck

3.2 Adding priorities to Burns’s lo c k

Our �rst algorithm is a straightforward mo di�cation of

Burns’s algorithm and achieves the follo wing prop erties:

1. Priority ordering : The pro cessor that releases the

lo ck sequentially scans a shared array that contains the

identity of all the pro cessors that currently spin for this

lo ck, and �nds the highest priority spinning pro cessor.

Then, it gives the lo ck to this pro cessor.

2. Lo cal spinning : In Burns’s algorithm pro cessors con-

tinually execute the test and set atomic instruction

and p oll a (p otentially) remote memory lo cation. W e

mo dify the algorithm in such a way that if implemented

on a multipro cessor with c oher ent c aches, then pro ces-

sors spin only on lo cal cache copies. The spinning co de

in Burns’s algorithm is:

while((want[i] == TRUE) AND

(test_and_set(l) == locked));

Our spinning co de is:

while ((want[i] == TRUE) AND

(l == locked OR

test_and_set(l) == locked));

Note that if the v alue of lo ck l is coherently cached, then

all the pro cessors will spin on lo cal copies for as long as

the lo ck is held. Moreover, we free the lo ck in such a

way , that when the lo ck is given from one pro cessor to

another, the spinning pro cess ors do not cache miss, and

so they do not generate any bus or switch tra�c.

The co de of our algorithm is in Fig. 2.

3.2.1 Description

F or each spinlo ck there is an array want[0..P-1] that rep-

resents the desire of each pro cessor to use the spinlo ck.

Acquire lo ck: If pro cessor i wants to acquire the lo ck

then it sets want[i] to TRUE, and registers its priority

(found in lo cal v ariable my priority) in the shared array

priority[0..P-1]. Then, it starts spinning waiting for the

lo ck.

Release lo ck: When the spinlo ck is released, the array

want is sequentially scanned to �nd the highest priority pro-

cessor currently spinning to give it the lo ck. The spinlo ck is

given from pro cessor i to pro cess or j by negating the spin-

ning v ariable want[j] on which pro cessor j spins.

4 Second algorithm

The e�cient implementation of the previous algorithm re-

quires a multipro cessor with coherent caches. Multipro ces-

sors with coherent caches do not scale to large numb ers of

pro cessors due to bus bandwidth limitations. Multipro ces-

sors without coherent caches are widespread and come in

F or our prop osed algorithms k = 1. This means that if

more than one pro cessor attempts to acquire the lo ck,

then the highest priority pro cessor acquires it, unless the

highest priority pro cessor attempts to acquire the lo ck

after it has b een decided that the lo ck should b e given

to some other lower priority pro cessor.

Our assumptions ab out the execution mo del are:

� Pro cess ors communicate via a medium (e.g. bus, switch)

that is either prioritized, or has b ounded access time.

This means that a high priority pro cessor can not b e

prevented from using the medium inde�nitely

. If the

communication medium do es not have b ounded access

time, there is no way to built a predictable system on top

of it [9]. Buses that provide b ounded access time include

synchronous buses, and asynchronous buses con�gured

with Round-Robin access, like the VME bus [6].

� Pro cess es that request, hold, or release lo cks are not pre-

emptable during the time they request, hold or release

the lo ck

1

.

In this pap er we describ e two algorithms that implement

priority spinlo cks. The algorithms are mo di�cations of previ-

ous algorithms for FIFO spinlo cks by Burns [4] and Mellor-

Crummey and Scott [8]. The ma jor prop erties we add to

Burns’s algorithm are priority or dering of the spinlo ck and

lo c al spinning

2

. The ma jor prop erty we add to the MCS lo ck

is priority ordering.

The next section summarizes previous work on hard real-

time multipro cessor synchronization primitives, and how it

di�ers from our work. Section three describ es our �rst pri-

ority spinlo ck algorithm that can b e e�ciently implemented

on UMA (Uniform Memory Access ) multipro cessors. Section

four describ es our second priority spinlo ck algorithm that

can b e e�ciently implemented b oth in UMA and NUMA

(Non Uniform Memory Access ) multipro cessors. Section �ve

compares the complexity of the two algorithms in terms of

running time, memory requirements, and remote memory

referenc es. Finally

, section six prese nts our conclusions.

2 Previous w ork

Synchronization in multipro cessor hard real-time systems is a

relatively new �eld. Molesky

, Shen and Zlok apa [9], descr ib e

1

This assumption is not as restrictive as it sounds, b ecause spin-

lo cks are usually used by the kernel to build high level synchronization

primitives. So, the time that a pro cessor holds a spinlock is very small

and known b eforehand. In addition, non-preemptabilit y of pro cesses

that execute spinlo c k synchronization co de enables us to fo cus on the

asp ects related to synchronization only and not to preemptability

2

A spinlo c k implementation has the prop ert y of lo cal spinning if

each pro cessor spins on a lo cal memory lo cation, or on a lo cal cache

copy

, without generating any remote memory references or bus accesses.

Remote memory accesses can easily saturate the bus (or switch) and

slow down the whole system. Lo cal spinning is essential for the e�cient

and predictable b ehavior of real-time systems.

predictable algorithms for semaphores with linear waiting.

Although their prop osed algorithms are predictable, they do

not take into account the priorities of the pro cesse s that want

to acquire the semaphore.

Ra jkumar, Sha and Leho czky [11] presented a multipro-

cessor extension of the priority ceiling proto col [10]. The

priority ceiling proto col is a proto col that minimizes priority

inversion for a set of p erio dic real-time pro cess es that access

exclusively some shared data. The multipro cessor priority

ceiling proto col generalizes the unipro cessor priority ceiling

proto col by executing all the critical regions asso ciated with a

semaphore on a particular pro cess or (called synchr onization

pr o c essor). So, the critical regions in the programs are substi-

tuted by an invo cation to a remote server that deals with all

the critical regions asso ciated with a particular semaphore.

Remote invo cation is an attractive alternative to mutual ex-

clusion algorithms, esp ecially in multipro cessors where the

cost of accessing non-lo cal memory is very high. However,

the existence of a remote centralized server limits the scala-

bility of the solution, and increases the cost of executing �ne

grain sharing applications.

Anderson [1], and Mellor-Crummey and Scott[8] derived

spinlo ck implementations that service lo ck requests in FIFO

order and can b e used in real-time systems that just want to

b ound (not minimize) the priority inversion.

Our work fo cuses on how to built prioritized low-level syn-

chronization primitives. In this resp ec t, it is mostly related

to [9], where they describ e how to build predictable FIFO

low-level synchronization primitives for real-time multipro-

cessor systems.

2.1 Our approac h

Mutual exclusion algorithms for multipro cessors exist for

quite a while now. All these algorithms fo cus on providing

mutual exclusion, along with one or more desir e d prop erties

that a multipro cessor mutual exclusion mechanism should

have, such as starvation avoidance, fairness, FIFO service of

lo ck requests, lo c al spinning, etc. However, none of the previ-

ous multipro cessor mutual exclusion algorithms has consid-

ered prop erties such as timeliness or priority or dering, which

are vital for real-time systems. So, previous mutual exclu-

sion mechanisms service requests for the lo ck indep endently

of the timing constraints of the pro cesse s that requests the

lo ck. In this rep ort we fo cus on mutual exclusion algorithms

that consider the timing constraints of the pro cesse s that re-

quest it. The timing constraints should b e express ed in the

form of priorities

3

, so that the mutual exclusion implemen-

tation, will b e able to service the requests for the lo ck in

priority order.

3

The priorities may represen t deadlines, or p erio ds, or some other

form of timing constraints.

Multipro cessor Sync hronization Primitiv es with Priorities

Ev angelos P

. Mark atos

mark atos@cs.ro chester.edu

Universit y of Ro chester

Computer Science Department

Ro chester, New Y ork 14627

Abstract

Low-level multipro cessor synchronization primitives, such as

spinlo cks, are usually designed with little or no consideration

ab out timing constraints, which makes them inappropriate

for real-time systems. In this pap er, we prop ose a new syn-

chronization mechanism, the priority spinlo ck, that takes into

account the priorities of the pro cess es that want to acquire

it, and favors high priority pro cesses . W e de�ne what a pri-

ority spinlo ck is, and prop ose two algorithms to implement

priority spinlo cks with lo cal spinning. Priority spinlo cks can

b e used to provide prioritized mutual ly exclusive access to

shared resources in real-time multipro cessor systems. They

can also b e used as building blo cks for higher level priority

synchronization primitives, such as priority semaphores.

1 In tro duction

Real-time systems have timing constraints that must b e met,

otherwise catastrophic e�ect s may happ en [13]. Timing con-

straints usually take the form of deadlines, earliest starting

times, or v alue functions. Schedulers translate these timing

constraints along with recourse requirements and criticalities

into priorities [2, 3, 5, 7, 12], and assign the resources of the

system to higher priority pro cess es. These priorities must b e

preserve d throughout the system, otherwise the correctn ess

of a real-time system can not b e demonstrated. If there is a

server where priorities are not preserved, then a high priority

pro cess may b e delayed (p ossibly inde�nitely) by a low prior-

ity pro cess. This event is called priority inversion, and must

b e avoided, b ounded, or minimized, otherwise the feasibil-

ity of the schedule and the correctne ss of the scheduler im-

plementation are questionable. Our work tries to minimize

the priority inversion that can happ en in the implementa-

tion of the most fundamental synchronization mechanism of

a multipro cessor real-time system: the spinlo ck. Spinlo cks

are low-level synchronization mechanisms for multipro cessor

systems that are used to provide mutual exclusion. They

are usually implemented with the help of atomic instructions like test and set that most multipro cessors provide. How-

ever, spinlo ck implementations are usually prop osed with lit-

tle or no consideration of timing constraints. So, current im-

plementations service requests for the lo ck randomly

, or at

b est FIFO. Random service of requests, are inappropriate for

real-time systems; FIFO service is appropriate in real-time

applications, b ecause it b ounds the worst case time where

a pro cessor has to wait to acquire the spinlo ck. However,

FIFO implementations may force a high priority pro cess that

wants to acquire a spinlo ck to wait for all the low priority

pro cesse s that happ en to have requested the spinlo ck b e-

fore it. This p otentially long wait leads to very conserv ative

scheduling, b ecause although the worst case priority inver-

sion is b ounded, the b ound is very large.

In this pap er we prop ose a new version of spinlo cks called

priority spinlo cks. Priority spinlo cks take into account the

priority of the pro cess that wants to acquire the lo ck, and

assign the lo ck to the highest priority pro cess that has re-

quested the lo ck at the time the decision is b eing made.

1.1 Priorit y spinlo c ks

Priority spinlo cks are de�ned as follows:

1. No more than one pro cess or may p ossess a lo ck at one

time.

2. Each pro cessor that comp etes for a priority spinlo ck has

a dynamic priority that re ects the imp ortance of the

pro cess it runs. This priority may change over time. All

pro cessors have di�erent priorities.

3. Priority spinlo cks have the priority ordering prop-

erty .

A spinlo ck implementation has the priority or-

dering prop erty i� there is a constant k , such

that if a high priority pro cessor requests a

lo ck, then lower priority pro cess ors will ac-

quire the lo ck at most k times b efore the high

priority pro cess or acquires it.

1