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Abstract

Chanson, Ding and Salomaa have recently constructed several classes of authentication codes using certain
classes of functions. In this paper, we further extend that work by constructing two classes of Cartesian authenti-
cation codes using the logarithm functions. The codes constructed here involve the theory of cyclotomy and are
better than a subclass of Helleseth—Johansson’s codes and Bierbrauer's codes in terms of the maximum success
probability with respect to the substitution attack.
© 2003 Elsevier Science (USA). All rights reserved.
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1. Introduction

Authentication codes were considered in 1974 by Gilbert and Sloane [5]. In the model of authen-
tication theory described by Simmons [11], there are three participants: a transmitter, a receiver, and
an opponent. The transmitter wants to send information to the receiver through a public channel which
is subject to active attacks, while the opponent wants to deceive the receiver. Without observing any
message from the transmitter to the receiver, the opponent impersonates the transmitter by sending his
message to the receiver, causing the receiver to accept a fraudulent message as authentic. This is called
theimpersonation attackand we useP,, to denote the opponent’s maximum success probability with
respect to this attack. Having observed one message from the transmitter to the receiver, the opponent
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replaces the original message with his own message. This is calledlksétution attackand we use
P4, to denote the opponent’s maximum success probability with respect to this attack.

To protect against these attacks, the transmitter and the receiver share a secret key, which is used in
an authentication code. In this model there is only one receiver, and it is the model considered in this
paper. For multireceiver authentication codes, the reader is referred to [4,7,9,10].

A systematic Cartesian authentication cade code in which the source state (i.e., the plaintext) is
concatenated with an authenticator (also called a tag) to form a message which is sent via a channel.
Such a code is a 5-tuples, E, M, T, f), whereS is the set of source states, is the set of keys,
andT is the set of authenticatord/ is the set of all possible messages, ghdS x E — T is the
authentication mapping. Each functigig., e) is called an encoding rule. When the transmitter wants to
send the information € S using a keye € E, which is secretly shared with the receiver, he transmits
the message = (s, 1), wherer = f(s, e) € T is the tag (authenticator). When the receiver receives the
messagen = (s, 1), he checks its authenticity by verifying whethee f (s, ¢) or not using the secret
key e € E. If the equality holds, the message is regarded as authentic and is accepted. Otherwise the
message is rejected.

Combinatorial designs have been successfully used to construct certain optimal authentication codes
[8,12]. Certain algebraic curves give also very good authentication codes [1,13]. Chanson, Ding and
Salomaa [2] have recently presented two constructions of authentication codes using certain classes
of functions. Some of their codes are optimal. In this paper, using the framework of [2] we construct
authentication codes with logarithm functions. The authentication codes constructed in this paper are
better than a subclass of Helleseth—Johansson’s codes and Bierbrauer’s codes in terms of the success
probability P;, with respect to the substitution attack.

2. Thefirst class of Cartesian authentication codes based on logarithm functions

Let F be a mapping fromA to B, where(A, +) and (B, +) are finite abelian groups. The first
construction of [2] gives authentication codes
(SvE9T7f)v (1)
where the set of source states(&s +) = (A, +), the set of keySE, +) = (A, +), the tag space is
(T, +) = (B, +), and the authentication mappirfgfrom S x E to T is defined by
f(s,e)=F(s+e), ecA.

It is assumed that there is a probability distribution on both the source state space and the key space.
In this construction, the keys and the source states are equally likely. The messag#fspaSex T,
which depends totally of andT .

As for the code of (1), the two deception probabilities are given in the following theorem [2], whose
proof is included here for completeness.

Theorem 1. Let(S, +) and(7, +) be finite abelian groupsand letF be a mapping frons to 7. Then
for the authentication codes, E, T, f) of (1) defined abovewe have
o)
Py = _.
o= 5]
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’

F*l _ Ffl no_ o
Py = max max [(F70 —5) 0 (FHD =5 |
SESIEF(S) 55,1/ |F=1(t)|

whereF (S) is the image of under the mapping.

Proof. In an impersonation attack, the opponent wants to generate a new messagge’, ') by
choosing a source statéand ane’ € E and computing’ = F(s’ + ¢’). The new message’ is then
inserted into the channel. This attack is successful if and ofiysf + ¢) = 1. We now need to compute
the probability P¢F (s’ + e) = t’). Note that the keys and source states are equiprobable. We have

€eE:t'= i
Pdozmaxl{e f(s", el

s/t |{e € E}|
\F_l(l/) _ s/|
=Mmax
s’ 1 |E|
|F~1(t)]
=Mmax
t'eT v

In a substitution attack, the opponent observed a messagds, 1) and replaces it with another mes-
sagem’ = (s',1"), wheres # s’. Since the keys and source states are equiprobable, the probability of
success of the substitution attack is

« He€ E:t= f(s,e),t' = f(s',e)}|

P;, = max
S€S,teF(S) s's,1’ {e € E:t = f(s,e)}
-1 _ =Ly _ o
_ e maxy(F ) —s)N(F1@) — )| .
SESHEF(S) s'%s.1! |F—1(1)|

With the framework above, several classes of authentication codes were constructed by Chanson,
Ding and Salomaa [2]. Their codes were based on several classes of functions. In this paper, we use some
types of logarithm functions to construct a new class of authentication codes. Throughout this paper we
defineZ; ={0,1,...,d — 1}. It is known thatP,, < Py for all systematic Cartesian authentication
codes [12].

To describe authentication codes based on the logarithm functions, we make use of the theory of
cyclotomy. Let GF§) be a finite field, and ley — 1 = di. For a primitive elemend of GF(g), define

D" = (af), the multiplicative group generated by, and

D =o' DS fori=1,2,...,d - 1.
The Dl.(d"” are calleccyclotomic classesf orderd. Thecyclotomic numbersf orderd with respect to
GF(g) are defined as

G, pa= (D" +1) n D).

Clearly, there are at mogt different cyclotomic numbers of order[3].
To prove properties of the authentication codes dealt with in the following sections, foyj eaély
we define
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C(d @) _ D(d’q) ifl<j<d-1,

2
DW)U{O} if j =0. @

Theorem 2. Letg — 1 =dl, whered > 2 and! are positive integetsSetS = GF(g) and T = Z,.
DefineF (x) = (log, x) modd, wherelog, 0 = 0. Then for the authentication cod#, E, T, f) of (1),
we have

ISl=q, |El=q, [T|=

and
po_ 1, d-1
d()_ d dq )
.. dmax(z Ja+1 if 61 dd
d(max(, j)a) <P, < g-1 if 2 o
q—1+d = dmax((gfzidiz, ma"‘q’_f)d“) . if q ! even

Proof. By the definition of F (x), we haveF ~1(0) = D((,d"” U {0} andF~1() = Dl.(d’q) for eachi €
Z4 \ {0}. It then follows from Theorem 1 that
[FY)| 1+@-D/d 1 d-1

P, = max = = — .
o= et |8 q 4 dg

1 1
LF=1n( 1(t)(t )+a)1, where 0+ a € GF(g). Let

“1l¢ Dl.(d"”, t#0 (modd)and:’ #0 (modd). By Lemmab5 in Appendix A, we have

To prove the inequalities foP;,, we need to determine

|F=1(0) N (F~1(0) + a)| ‘C(dq)ﬂ(c(dq) a)|

F~10) |
d ((i, i+ ‘ng"” N {a, —a}‘)
g+d—-1 ’
|F=(r) m( 10 +a)] G0 (C(d @+
F=1()
((z, et D (a)])
q-1 ’
’Ffl(o) N (F1() 1 a)| ‘C(d D A (C(d ) +a)‘
F-1(0) 1]

d ((r i)+ ‘Df""” N {—a}()
B g+d—-1

’
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c0 0 () + a)|

|[F~Y0) N (F71(t) + a)|

0 z
_d( +it+i)g
==

By Theorem 1 and Lemma 5 in Appendix A,

|(F7Y@) —s)yn (F1(t)) — &)
P;,= max max —
SES,tEF(S) s'#s,1' |F=*(1)]
d((i,i),,+‘Dg’*‘”n{u,—a}))
q+d—1 ’
d((i,t+i)d+’D,(d’q)ﬂ{a}D

— ’

= max q—
a#0,t+0 (modd),r’#0 (modd) d((t—!—i,i)d—l—‘D,(d’Q)ﬂ{—a}D

q+d—1 ’
d(t'+i,t+i)g
q—1
<max d(O, 0)q + 2’ max(i, j)g +1 ‘
g+d-1 g—1
If (¢ —1)/d is odd, we prove that
D5 na, —a)| < 1 @3)

If I =(q—1)/d is even, then—1 = «??/2 where« is the primitive element used to define the
cyclotomic classes. Hencel e Déd"”. On the other hand, if-1 ¢ D(()d’”, then there is a positive
integerk < I such that-1 = «?*. Hence 1= «®* and thus =0 (mod/). It follows that/ is even.

Thus—1 € DY if and only i is even.
Hence if(¢ — 1)/d is odd, we have

max(i, j 1 maxi,j 1
Pu, <max)d X(i, j)a + d X, j)a +
g+d—-1 g—1
_gmaxi, j)a +1

qg—1
It is obvious that
d(max(i, j)a) o
———— < Py,
g—1+d
This completes the proof. [

For the authentication codes of Theorem 2, the success probability of impersabgtisessentially
1/d whend is small compared tg. The probability of successful substitutidy, is bounded below and
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above by the maximum cyclotomic number of ordeln general it is hard to determine the maximum
cyclotomic number of ordef for larged.
The codes described in Theorem 2 do contain very good codes, as given in the following theorem.

Theorem 3. Letg = p% andd = p* — 1. Then the code of Theorerhas parameters
ISI=p®, [El=p®, ITI=p°—1

e Piy= ! + P2 ,
p=1 p¥p -1
o (fp=2
Py <{5>1. if podd,andp’ +1+£0 (mod 3,
p;}ﬂ, if podd, andp® +1=0 (mod 3.

Proof. To prove this theorem, we first show th@at j),; < 2 for any pair(i, j). To this end, we consider
the number of solution@:, v) to the equation

ala® =1+ ala?, (4)

where 0< i, j <d —1and 0< u, v < p*. Define
[=p°+1, a=da, b=al.
Then it follows from (4) that
<1+aadv>ps+1 _ pP' L,
which gives
a ((xd”)z + <1 +aP'+t - b””“l) a®’ 4 a? =0.
Note that the equation
ax? + <1 +aP - bps+1) x+a” =0 (5)
has at most two solutions. Heng@e j); < 2.
If p =2, thenl = p* + 1 must be odd. It then follows from Theorem 2 iRy < ﬁ.
If p+1+0 (mod 3, we claim that(0, 0); < 1. In this case we havé, j) = (0,0). So (5)
becomest?+x +1=0. If x = a9’ # 1 is a solution ofx2 +x + 1= 0, thenv # 0 andx3 — 1 =
(x —1)(x%+x + 1) = 0. Hencex® = «3* = 1 and 3 divided = p* + 1. This is contrary to the as-

sumption thaip® +1+ 0 (mod 3. Hence inthe casg® +1+0 (mod 3, x2 + x + 1 has at most
one solutionx = 1. It then follows again from Theorem 2 thBj, < T

If p*+1=0 (mod 3, it follows from the fact(, j); < 2 and Theorem 2 thaR,;, < ﬁ. This
completes the proof. [

The class of codes of Theorem 3 are the best among all the codes described in Theorem 2, because at
least one cyclotomic number of ordémust be 2. This is justified by one of the following two formulas

[3]:
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(A) Zif:lo(h, m)g =1 — nyj,, where

1, h=0 (modd), Il even
np,=11 [I=d/2 (modd), [ odd
0, otherwise.

(B) Y9=3(h, m)q = — ky, where

b 1, fm=0 (modd);
™ 710, otherwise.

2.1. Comparison with Helleseth—Johansson’s codes

We now compare the codes of Theorem 3 with a subclass of codes constructed by Helleseth and
Johansson [6]. They constructed a class of codes with parameters

IS| = rm(D—LD/PJ)’ |E| = rm+n’ IT| = r" (6)
and
1
Pd():r_n’ (7)
P, — 1 4 D-1
dl_rn \/r_m ’

wherer is a power of a primep, andD > 1 is an integer.
For the two codes to be comparable, we need tomsetn = s, r = p > 2, andD = 2. Then the
subclass of codes constructed by Helleseth and Johansson have parameters

ISl = p*, |E|=p%, |T'|=p’ (8)
and
1
/
PdO:E’ (9)
P/—i+ L
“ps T pS

Note that the tag space of the subclass of codes constructed by Helleseth and Johansson has one more
element than the codes in Theorem 3. So fWax Py,} = Pg, for the former should be smaller than
that for the latter. However, ip* > 4, we have

+vp® 4 2=+ VP +2)
P 2+p° P(p*+2) '
Hence from Table 1 the codes of Theorem 3 are better than the subclass of codes constructed by

Helleseth and Johansson. Note that while the parameters of Helleseth—Johansson’s codes are more flex-
ible, the two code construction schemes are comparable only when the above mentioned conditions are

satisfied.
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Table 1

Comparison of a subclass of Helleseth—Johansson’s codes with those in Theorem 3
Parameters S E T maxX{Pyy, Py} = Pgy
Subclass of HJ's codes p% p> P’ 1+[;{F
Codes in Theorem 3 p% p% P -1 f‘,ﬁ

3. The second class of authentication codes based on the logarithm function

Let F be a mapping fromnA to B, where(A, +) and (B, +) are finite abelian groups. The second
construction of [2] gives authentication codes

(S.E.T, f), (10)

where the set of source stategds +) = (A, +), the set of keysE, +) = (A x B, +), the tag space is
(T, +) = (B, +), and the authentication mappirfgfrom S x E to T is defined by

f(S, (ea,eb))zF(S+€a)+€b, (eaaeb)EAXB~

In this construction, all keys and all state sources are equally likely. Hence, the number of keys
(encoding rules) is equal to the number of messages, while in the first construction given in Section 2
the number of keys (encoding rules) is much smaller.

This construction of systematic authentication codes is quite general. The key task is to search for
functions that give good authentication codes within the framework of this construction. In this section,
we use some logarithm functions to construct another class of authentication codes.

Theorem 4. Letg — 1 =dl, whered and! are positive integers ang is a power of an odd prime
SetS =GF(q) and T = Z,. Define F(x) = (log, x) modd, wherelog, 0 = 0. Then for the code
(S,E, T, f) of (10), we have

IS|l=q, |E|l=qd, |T|=d

and
1
Pd()_ gs
1 o24-1 [levenand! even
Py = a7 4@ orloddandd =0 (mod 4,
% + dq—;l otherwise.

Proof. By Theorem 1,
ife € E|t = f(s,e)}|
seS,tef(S,E) |{e € E}|
_ max Mewen) |t =Fis +ea) + el
seS,tef(S,E) |A||B|

Pjy=
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_1A]
|AllB|
1
d
€E|t=f(s,e),1' = f(s,
Py= max « |{e |t = f(s,e) f(s', )}l
seS,tef(S,E) s'#s,'€ f(S,E) Hee E|t= f(s,e)}
, t=F U =F(s
—  max max I{(ea ep) | (s +eq) +ep (8" + eq) + ep}l
seS,te f(S,E) s'+#s,t’'e f(S,E) |A]
d, d,
MaXscs.re £(5,E) MAX/Ls,1'e £ (S, E) [Zebezd (Ct(_fb) - s) N <Ct(_zz — s/) ]
B q
_ (d,q) ) (d,q)
= max C nNC,. ,
a£0.b Z ‘( y ~Ta b | | /4
b'eZ,

wherea =5’ —s #0,a7 1 € Dl.(z’q), b'=t—eyandb =1 —1.
Case 1» modd = 0, by Lemmas 5and 7,

Pu=max| (¢S +a)ncg |+ 3 |(cih +a)ney | | /g
a#0
VeZa\(0)

—max (i,i)d-l—‘Déd’q)ﬂ{a,—a}‘—i- S G+ i+ | /g
@70 b'eZ4\(0)

d, . .
—max ]Dg DA {a, —a}]+ NG+ i+ /g
b'eZy

=max ’Déd’q) N{a, —a}’ + Z @', bl /q

a0 | b'eZy
—max—‘D(d’q)ﬂ{a —a}‘-}—l—l]/
= 0 , q
a#0 L
% for 4 (modd) =0,
é otherwise.

Case 2b modd # 0, by Lemmas 5 and 7 in the Appendix A,

Py = max [[(c§"” +a) ney ] +|(c? +a) ncg™|
axy,

+ Y (e +a)neiy
b eZ,\0,~b)

]/q

101
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= max [+ b)a+| DS @) + G = b.iva + DG N (—a)
a#0,

Y bbb/
b'eZy\{0,—b}

= max )D,gd’q)ﬂ{a}‘—I—‘D(_dl;q)ﬂ{—a})+ > (i +b.i+b+b)al/q
a 5
b'eZy

= max )Dlgd’q)ﬂ{a}‘+‘D(_‘il;q)ﬂ{—a})+ Y W b+b)a /g
a#0.b b'eZy

— max ‘D,(j”q) N {a}) + ‘D(f’b"” N {—a}‘ + l] /q.
a#0,b L
To maximize|Dl()d’q) N{a}| + |D(_d,;q) N {—a}|, without loss of generality, assuraec Dl(jd"’). —le

D" and so—a € D'“? . For—a € D'%}?, we consider the equation
7 b+

-1
_b=b+ qT (mod d)
which is equivalent to
dl
2b = > (mod d).

We now check whether this equation has a solution.

Case1: [ even and! even. In this casé = d/2 is a solution.
Case 2: [ even and/ odd. In this case there is no solution.
Case3: / odd andd = 0 mod 4 . In this casé = d /4 is a solution.
Case4: [ odd andd = 2 mod 4 . In this case there is no solution.

Note thaty — 1 = dI, and the two casetodd and odd cannot happen at the same time. Thus

1+2 leven and/ even
g orloddandd =0 (mod 4,
+1

e otherwise.

~

Py, =

~

All the values ofP;, in Case 2 are greater than or equal to the valug¥;pin Case 1. By substituting
q = dl + 1, the theorem is proved. [J

3.1. Comparison with another class of codes describd@]in

There are authentication codes with parameters [6]
IS|=r", |E|=r"""=|S|IT|, T=r" (11)
and
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1

Py = Py, = prk

These codes are usually constructed by using linear functions in a natural way. For these codes we
have ged|S|, |T|) = r™"mm £ 1. However, for the codes of Theorem 4 we have

ged(S|, 1T = 1, (12)

and the correspondingy, is slightly bigger thaq%l. Under the condition of (12), it may be proved that

no code withPy, = Py, = ri exists, because orthogonal arrays with corresponding parameters may not
exist. Hence the parameters of (11) are of different types compared with those in Theorem 4. On the
other hand, the code construction in Theorem 4 uses the logarithm function.

3.2. Comparison with Bierbrauer’s codes

We now compare the codes of Theorem 4 with Bierbrauer’s codes [1]. Bierbrauer employed the com-
position method to geometry codes and obtained an authentication code with the following parameters:

S| =P @0 B =2 T = (13)
and
1 2
PdO:r_t’ Pd]_:F’ (14)

wherer is a power of a primey, ands > ¢ are natural numbers.
In order for the codes to be comparable to the codes of Theorem 4 we=setThen (13) and (14)
become

IS|=¢%, |El=4¢%, |T|=¢ (15)
and
p_1_ 1
=g T Tr
2 1 1
Pi=—=—+ —. 16
Yot T VIS (16)

In this case we havE| = |S||T|.
For the code of Theorem 4, we have algd = |S||T| and Py, = % But the success probability of
the substitution attack on the code of Theorem 4 is

I+2 1 2 1 1

P, < <=t =4+ —.
T g d q |T| S]/2

Thus in the case thas| > 2|T|, the code of Theorem 4 is better than the subclass of codes of [1]
in the special case = ¢. Note that the codes of Theorem 4 are comparable with only this subclass of
Bierbrauer's codes due to restrictions on the code parameters.
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4, Conclusions

In this paper within the framework of Chanson, Ding and Salomaa [2], we presented two classes of
systematic authentication codes using the theory of cyclotomy and the logarithm function. In all the
cases that the codes are comparable, our codes are better than Helleseth—Johansson’s codes and also
Bierbrauer’s codes. With the known relations between universal hash families and authentication codes
[13,14], the authentication codes described in this paper may be used to construct universal hash families.

The parameters of the authentication codes described in Theorem 2 are flexiblelicdhid be any
proper divisor of; — 1. Howeverd must be chosen carefully in order to get good authentication codes.
For example, ify = p® andd = p* + 1, the code is bad in the sense ti#a} is quite large. Thus the
codes of Theorem 2 contain both good and bad codes.

A class of very good authentication codes based on algebraic curves were constructed by Xing, Wang
and Lam [13]. Unfortunately the codes described in this paper cannot be compared with the Xing—Wang—
Lam codes because their parameters are not comparable.
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Appendix A. Several auxiliary results
Recallthay — 1 = dl and thatDl.(d"” are the cyclotomic classes of orderAlso recall the definition
of Cl.(d"’) in (2). The following lemma is useful in the proof of Theorem 2.
Lemma5. Leta # 0, wherea™1 e Dl.(d””, t#+0 (modd)andt 0 (modd). Then
(C(‘“’) + a) NCcy P \=a, i+ )Dé"ﬂ) N{a, —a}) :

S +a)n | =i+ 1 +|

< c@a +a> NCPN=G +1,0)a + ‘D,(d’q) a {—a}| :
(c+a) e\ =G +1i+ .
Proof.

Kcéd,q) +a> Nl :|(D<d D U0y + ) N (ng"’) U {0}))
_|<D(d 4) ) N D(d’q)‘ + |D(d’q) N {a, —a}‘

:|< —1D(d @) 4 1) N a_lD(d q)| + ‘D(()d,q) N {a, —a}}

= (i Da + |D§" N {a, ~a)|.



T.W. Sze et al. / Information and Computation 184 (2003) 93—-108 105

The remaining parts are proved similarly]

TheGaussian periods; of orderd,i =0, 1,...,d — 1, are defined as follows:
=y &
ceDi(d’q)

whereé is a complexgth root of unity.

The following results are well known, but we include a proof for the sake of completeness. To simplify
the notations, we usg, j) to denote(i, j),, which is the cyclotomic number of ordér

Lemma6. For cyclotomic numbers and Gaussian periods of ordlewe have the following
A Yiom =1
(B) nimitk = Yp—o(k, h)nitn + 16k, where

0, — 1 iflisevenand =0, orlisoddandk = d/2,
k=10 otherwise.

©) Y9k, )y =1—06.

12+ Y i if 7 is even
(D) gk, h) = {12 Zg—_ol nf”f*""f*h t1ic odd
+ 2120 NiMi+kNi+h+dj2  iflis0

Proof. (A) By definition,

d-1 d-1
Y-y ¥ &= Ye-c
i=0 i=0 ceDi(d“’) ceZ;

(B) By definition,

nimik= Y Y. ot

(d.q) (d.q)
ceD; ueDHk

— Z Z a)C[l+MC_1]

(d.q) (d,q)
ceD; ueDi+k
d—1

=Z(k’ h)77i+h + lek’
h=0

whered, is1if -1 ¢ D,Ed"’) and 0 otherwise, implying the condition épas defined above.

(C) The expressior{ji;(l)(k, h) equals the number of times an eIemenD’ﬁ’q) is followed by an
element in somé),(ld’q). SinceD,Ed”J) containg elements and the only element not in anf*?’ is 0, it
follows that the sum equalsexcept when-1 is in D,Ed’q), in which case the sum equdls- 1.
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(D) Leth* = hif liseven anth™ = h + d/2 if | is odd. Then, from (A), (B) and (C), we obtain

d—1 d-1 /d—1
Z 77i’li+k77i+h*=z (Z(k, a)ita + 19k> Mi+h*

i=0 i=0 \a=0

d—1 d—1

=Y (k@) > nivanisn — 16k
a=0 i=0
d-1 d-1

=Z(k’ a) Z NuNu+h*—a — 10k
a=0 u=0

d-1 d-1 /d-1
=) ka)) (Z(h* — @, D)luth + zeh*_a) — 16
a=0

u=0 \b=0

d-1 d—1
:Z(k, a) (Z(h* —a,b)(—1) + dl@h*_a) — 16,
a=0

b=0
d—1
=2 (k@) (( = 6y —a) (= 1) + dlBpr—a) — 16
a=0
d-1
=) (k) (@l + Dpe—a — 1) — 161
a=0
d-1
=q ) (k. @)y —q — (L = )l — 16y
a=0
d-1
=—12+q) (k.a)0p—q
a=0
=124 q(k, h)

which completes the proof. O

The next lemma gives a very nice and perhaps surprising formula for the summ@f@fysu, u+
k), which turn out to be independent of the individual cyclotomic nhumbers. It plays an important role in
proving Theorem 4.

Lemma7. Letg — 1= dl and letq be an odd primeThen
d—1 .
-1 ifk=0,
X_;)(M’M+k):{l if k = 0.

Proof. Letk* =k if [ is even and&k™ =k + d/2 if [ is odd. By definition, and the previous lemmas, it
follows that:
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d-1d-1
q Z(u u+ k)_lzd + Z Z NiNi+uMi+u+k*
u=0i=0
d-1 d-1
=@ = DI+ 0 Y Nitulituth
i=0 u=0
d—-1 d-1
=@ =D+ Y i
i=0 =0
- d-1 /d-1
=(q — DI+ Z iy (Z(k*, ) Men + zek*)
i=0 =0 \h=0
=(q - DI+ Z ni Z(k h) Z Neh — dlfe
i=0 h=0
d-1
=(q = DI+ (=D ) (" h)(-1) — (g — D
h=0
=(q — DI+ =) — (g — Db+
=q(l — Ox).

Dividing both sides by; and using the definition ofi+ prove this lemma. [
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