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Abstract

A system of algebraic equations over the finite fi¢lgd is called sparse if each
equation depends on a small number of variables. In this paper new algorithms for
solving such equations are presented. The mathematical expectation of their running
time is derived. It compares favorably with the worst case estimations coming from
the [-SAT problem analysis fog = 2 and the trivial estimation with the brute force
algorithm for a genera}.

1 Introduction

Let F;, be the finite field ofy elements anX = {z1, 22, ..., z,, } be a set of variables from
F,. By X;,1 <1 < N we denote subsets of of sizel; < [. The system of equations

fi(X1) =0,
1)
In(XN)=0

is considered, wherg; are polynomials ovef, and they only depend on variables.

Such equations are callégparse. One looks &} as mappings from the set of ajituples

over F, to F, and vice versa any such mapping may be represented by a polynomial over

E,.
Obviously, the equatiotf;(X;) = 0 may be also defined by the gétof F,-vectors in

variablesX;, called X;-vectors, on whicly; is zero, so thal/; is defineable by a plenty of

polynomials overF,. We look for the set of all solutions if} to the system of equations

(D.

Wheng = 2 the equationg {1) are Boolean and the decision problem related to such a
system of-sparse algebraic equations is polynomially-time equivalent tb sladisfiability
problem (-SAT).[-SAT is a problem to determine, given a conjunctive normal férmuith
n variables and such that each clausd'atontains at mostliterals, whether or not there
is a satisfying assignment fdét. Really, let

flzy,...,z) =0 (2)

be any Boolean equation irBoolean variables and

(a/llv' . ';all)7
cey

(asla ceey asl)?



be all binary vectors such thgta;i,...,a;) = 1. The vector(b, ..., b;) is a solution to
(@) if and only if it is a satisfying assignment for the conjunctive normal form

Fr= (™ V...Val")A.. A (@t V... Vo)),

. {x if o =0,
zt = .
z, ifa=1,
that isz® = 0 if and only if z = a. Given the system of equatiorj§ (1) one constructs a
conjunctive normal forn¥ which is a conjunction of’s,. One now sees th@b, , ..., b,)
is a solution to[(]L) if and only if this vector is a satisfying assignmentHorObviously,
any[-SAT problem may be represented by a systemisgarse Boolean equations.

[-SAT (for ! > 3) is one of the classical NP complete problems and there is a vast ref-
erence list on this problem. Recently there has been a large effort to design deterministic
and randomized exact algorithms for this problem. These efforts resulted in a number of
deep and powerful techniques for solving SAT efficiently. Nice examples of such tech-
niques are the Davis-Putnam algorithm 08img Local Search and Random Walks. SAT
onn variables can be trivially solved in tim@(2™) by trying all possible assignments, but
constructing arO(c") algorithm forc < 2 is a long standing open problem. However, for
small values of there are much faster algorithms feBAT with ¢ = ¢; < 2, see the survey
article [5]. Such bounds are worst case estimations to the problem of solving equations (1)
wheng = 2.

In this paper we suggest a new and simple algorithm to solve equéfipns (1), called
Gluing Algorithm. Its analysis is based on the following assumptions: given a sequence
of natural numbers,, ..., Iy < I, the subsets of variable®,, ..., Xy and polynomials
(or mappings)fi, ..., fv are chosen uniformly and independently of each other. In this
setting the running time of the Gluing Algorithm is a random variable. We prove that its
mathematical expectation is essentially(¢e™ + €)™) operations, when and! are fixed
andn tends to infinity. Here

where we denote

Inq 1 1—q !

70=—12 — (g} = 1) In(

);

=

1—q~

ande is any positive real number. See Theorgjn 1 for an exact statement. This bound
compares favorably with the trivial bourt®l ¢™) for a general and the worst case bounds
coming from thel-SAT problem analysis whegp = 2 as one sees from the data tabulated
below:

the worst case  Gluingl, Gluing2,

the average the average
Cs 1.324 1.262 1.238
Cy 1.474 1.355 1.326
Cs 1.569 1.425 1.393
Cs 1.637 1.479 1.446

The constant; is given such that the algorithm runs in tiéc}*). The Gluingl Algorithm

is a modification of the Gluing Algorithm with the same running time and minor memory
requirements. The Gluing2 Algorithm is even faster, see Thepiem 2, but the amount of
memory used is of the same order of magnitude as its running time.

This article was motivated by applications in cryptanalysis. Modern ciphers are prod-
uct, that is the mappings they implement are compositions of functions in small number of
variables. Then intermediate variables are introduced to simplify equations, describing the
cipher, and to get a system of sparse equations. Solving this system of equations breaks the
cipher. Previously known approaches to solve such equations are mostly efficient for an



overdefined system of equations of low algebraic degree| 5ee [1],[2] and [4]. Here we are
studying an approach which exploits the sparsity of equations and does depend neither on
their algebraic degree nor whether the system is overdefined or not. It seemsévaad H
Raddum was the first to explore this approach In [8], though his methods differ from ours.
The Gluing Algorithm and its modifications presented in this paper have not been able to
undermine modern ciphers so far, as the number of intermediate variables is usually too big,
but some combinations with other techniques proved to be promising in cryptanalysis, [9].
Getting asymptotic bounds on the complexity of these latter combinations is in progress.

The rest of the paper is organized as follows. In Segtjon 2 we describe the Gluing and
Gluing1 Algorithms and in Sectigr] 3 asymptotic bounds on their running time are given. In
Sectior] 4 we explain the Gluing2 Algorithm and prove a better bound for its running time.
Sectior] $ presents some auxiliary results on the distribution of random variables related to
random allocations used in the previous Sections.

The author thanks Fedor Fomin andwérd Raddum for usefull discussions.

2 Algorithms

We'll describe the Gluing procedure. Given pafts;,V;) for i = 1 and2 one defines
the sets of variableg = X; U X, andY = X; N X, and the set of-vectorsU by the
following rule

U = {(al, b, ag)/(al, b) eV, (b, ag) S VQ},

whereq; is an (X, \ Y)-vector andb is anY-vector. We see that to glugX;, V1) and
(X2, V) one can sort sefig; andV%; by Y-subvectors and only glues vectors with the same
Y -subvector. So the complexity of the gluing is on the whole

O(|U] + [Villog| V1| 4 [Vallog|V2|) 3)

operations like rewriting and comparison wikf)-vectors of sizéZ|. In the next Section
we'll use a simpler bound(|V;||Vz|), when estimating the Gluing algorithm, while the
bound [8) is actually used in Sectioh 4.
We denote gluing by
(Z,0) = (X1,V1) o (X2, V2).

and formulate an algorithm to solve the system of equat(dns (1).

Gluing Algorithm

input: the system of equatiorE](l) given by pdirg;, V;), wherel < i < N.

output: the setlJ of all solutions to[(1L) in variableX’; U... U Xy.

put(Z,U) « (X1,V1) andk < 2,

while k < N do

(Z,U) — (Z,U) o (Xg, Vi) andk — k + 1,

return(Z,U).

It is obvious thatJ is finally the set of all solutions t§(1).

The amount of the memory used by the Gluing Algorithm has the same order of mag-
nitude as its running time which is exponentialsin see the next Section for details.
This makes the Algorithm impractical. The following variant of the Algorithm requires
O(poly(n)) bits of memory.

In the description below we will use some new notation. FaKarvectora and anX,-
vectorb we denote by: o b an X; U X,-vector which is the result of the gluing procedure
applied toa andb. This is only possible whea andb have the samé&’; N Xs-subvector.
We also suppose the each Bgto be sorted according to some org@erwhich may depend
oni. Leta be anX-vector andY” be a subset oK thenay, denotes th& -subvector of
a(this is the projection of onY"). Finally, X (k) = X; U...U X} and X (0) = 0, ag = 0,
aol=a.

Gluingl Algorithm



input: the system of equatiorE](l) given by pdi’§;, V;), wherel < i < N.
output: the setJ of all solutions to[(lL) in variableX (V).

1. (initialization) Set < the first( the biggest according t0) vector inV; andk « 1.

2. (extenda and increasé) Setb « the first vector inV;, that can glued witlu. Set
a «— aobandk — k+1. If k = N then return(a) and go to step 3 else go to step 2.

3. (modify a) Setc « ax, anda « axx—_1). Setb « the first vector< cin V;, that
can be glued withu. Then set: < a o b and go to step 2.

4. (reducek) Setk — k — 1. If kK = 0 then stop else go to step 3.

We stress here that if at steps 2 and 3 the claimed védoesn’t exist the Algorithm goes
straight to steps 3 and 4 respectively. The Algorithm obviously solves the problem and it
passes through everyc U, at mostq’ times for everyk. The figureq' may be reduced

via a proper ordering of the elements of the détsnd this doesn't change the asymptotic
running time. The asymptotic running time is as that of the Gluing Algorithm.

3 Complexity Analysis

Lemmal LetY C X denote two sets of variableg, be a fixed set oK -vectors and/
be the set oY -vectors, solutions to a randomly chosen equaifol’) = 0 in variablesY'.
Let

(X, V') = (X,V)o (Y,U),

where the siz¢l”’| of V' is a random variable. Then for its expectation we have
EV'| =|VI/q.

Proof Let V,, denote the subset of vectors frdmthe Y -subvector of which is.. Then

Vi=> IVl

u

and

|V/| = Z |Vu|Iua
wherel,, = 0 if v doesn’t occur iV andI,, = 1 otherwise. One sees that
Pr(I,=1)=1/q,

because is a random equation i and is uniquely defined by a mapping of all possible
Y -vectors ovel, to F;,. Therefore,

EWV'| =3 VuEL =1/0>_ [Vu| = V/ag.

This finishes the proof.

Theorem 1 Let e be any positive real number arid> 3 andq¢ > 2 be fixed natural
numbers whem tends to infinity. Then the mathematical expectation of the complexity of
the Gluing Algorithm is

O((ge™ + €)™ + poly(n)N)

operations, whereg = — =1 — (q7 —1) 1n(1 =
-9

Ing - ) and poly(n) is a polynomial inn.
1



Proof By U, we denote the set of solutions to the subsystem

fl(Xl) =0,

fe(Xk) =0
in X (k)-vectors, whereX (k) = X; U...U X}. Then
(X(k+1),Ukt1) = (X(k), Uk) o (Xit1, Viet1),

wherel < k < N — 1. Let&, be the size of the séf;,. One sees that the complexity of the
Gluing Algorithm is bounded by (¢ + poly(n)N), where¢ = poly(n)(&1 + ... + En).
This is an upper bound on the cost@f— 1 gluings. It is obvioug;, ..., &y are random
variables. One finds

N
E¢ = poly(n) Z E¢;, = poly(n)max, E

k=1
becausdz¢;, = O(q™/q") by LemmaD.. We now estimate¢,.
BecauseX1, ..., X} are independent random subsetsXobf sizely, ..., [, the size

of the setX (k) = X3 U...U Xy is the random variable(k) = v(ly, ..., lx;n) studied in
Sectior] . Lemmp|1 implies
Efk _ Equ(k)fk.
By Theorenj B, Sectidn 5
Eq"M=F < prBg e,

whereL, = 1; + ... + [ andn; tends tol asn tends to infinity since

B (m+1)...n+4L—-1) 1/,
’”*(H(n_m...(n_zi“))l/

and; are bounded by. By Theorenj %, Sectidn 5 the valyg Eq”“+~* is bounded by
)")

for « = Lj/n and becausé > an/l. See Sectiof|5 for the definition ¢f(z) and z,.
Then

alng
T

O(nln(qef(za)—a-i-aln a—

E¢ = O(poly(n)n;*(ge™)"),
wherey, = g(ap) is the maximum ofj(«) = f(zo) —a+ alna — % for o > 0.
By Lemmg 2, proved below, we put

Inq 1 1—q !

0= -0 = (gt - DG,

=

1—q~
It is easy to see that

poly(n)nf’ (ge™)" = O((ge™® + €)")
for any positive real number and n tending to infinity. This finishes the proof of the
Theorem.

Lemma 2 Letg > 2 and! > 3 be natural numbers. Then for > 0 the functiong(a) has
just one maximum value

Ingq 1 1—¢ !

glon) = =5 = (ah ==

)

~l=

andagy < 1/2.



Proof We know that: = z, satisfies

ze”

—_— = 4
ez+q—1_1 @ ()

anda > 0 if and only if z > 0. We consideg(«) as a function irz, whenz > 0. In order
to find its extremum we take the first derivative. One sees

dg  Oa Ing @
a__ﬁz( l _ln(z))
One also sees tha@% only has positive values when > 0. So % = 0 if and only if

a/z =gt and song = g z4,. It follows from (13) that

1— —1
ezQU = 7‘] T
1—q 7
and it is straightforward to see that
Ing 1 1—¢t
glao) = == = (g = ) In(—1=).
1—q 7

Then

e?o :1—&—1/q%—|—...—|—1/ql_Tl <l

S02z,, < Inlanday < Inl + 1, see Lemm@|3 in Secti¢n 5. This implies < /2 for
I > 6. But the last statement of the Lemma is also truelfer 3,4,5 as one sees from

taking the maximum of
1 1—q !

ap =q7 ln(iql)

1—q 7

in ¢ for ¢ > 2. This proves the Lemma.
4 Even faster Gluing
We'll explain here a variant of the Gluing Algorithm working faster than that introduced in

Sectior{ . Let for the simplicittV > n andl; = ... = Iy = . Then Lemma@]2 implies
that there exists just one real numlber> 0 such that

g(a1) = g(2a1)

anda; < agp < 207 < 1. So one finds natural numbeéts andk- such that

ke — 1)1 oyl
=8 Rl
n n
and ey + ky — 1)1 ey + i)l
Ut b -V o (kitke)l
n n

Then the two subsystems of equatidrs (1) are considered:

f1(X1) =0,

fkl(Xkl) =0



and

fk'1+1(Xk1+1) =0,

fk1+k2 (Xk1+k2) =0.

Let X' = X; U...U Xy, andV’ be the set of all solutions to the first subsystenXif
vectors. Similarly, letX” = X, 11 U ... U X, +x, andV"” be the set of all solutions to
the second subsystem ii”’-vectors.

Gluing2 Algorithm

input: the system of equatiorE](l) given by pdirg;, V;), wherel < i < N.

output: the setlJ of all solutions to[(1L) in variableX’; U... U Xy.

apply the Gluing Algorithm to find X', V') and (X", V")

set(Z,U) «— (X", Vo (X", V")andk «— ki + ko + 1

while k < N do

(Z,U) — (Z,U) o (Xk,Vk) andk — k + 1,

return(Z,U).

Theorem 2 Let ¢ be any positive real number arld> 3 and ¢ > 2 be fixed natural
numbers, when tends to infinity. Then the mathematical expectation of the complexity of
the Gluing2 Algorithm is

O((qe* ) + )" + poly(n)N) (5)
operations.

The proof follows from the facts that the complexity of finding’, V'), (X", V") and
(X (k1 + k2), Uk, +1,) is bounded by[(5), see formulg| (3), and the functjéa) has only
one maximum atyy, wherea; < ag < 2aq.

The bound on the complexity of the above algorithm is always better than that on the
complexity of the Gluing Algorithm becaugéa;) < g(ap). The drawback of the Gluing2
Algorithm is that the amount of memory used is of the same order of magnitude as the
running time.

5 Random allocations by complexes

In this section we use some results and ideas from the Random Allocations Theory, see
[7], in order to prove Theoreir] 4 which is basic for the complexity analysis of the Gluing
Algorithm. Let there ben boxes into whichk complexes of particles are independently
thrown,l; < n particles at the-th throw. This means that at thigh throw (l") boxes are

occupied with the equal probabiliM(Z’). We introduce two random variables now. Let
v=vk)=v(,...,lg;n)

be the number of filled boxes aftérsuch throws and; be the number of filled boxes
when L particles are thrown independently of each other. One sees that

v =v(l,...,1;n),

wherelL is the number of 1’s in the last formula. In this Section we’ll prove some auxiliary
statements on the distribution of the random variableandx"~, wherez is first a variable
and then a real number 1. By Ex” and Exz”* we denote mathematical expectations of
these random variables.



Theorem3 1. Letx be any variable then

Y () ey
Ez¥ = s R 1—z)" ma™.
> (n)a-»

2. Letx be areal number 1 andL =1y + ... +{; then

n—|—1 n+l;=-1)
(n—-UL+1)

Ex"r.

Ew

Ex't < Ex¥

z=1

Proof In order to prove the first statement we divide the boxes into two groups of
andn — ny respectively. Let be an integer number atd< ¢ < n. We now calculate
the probability of the event = ¢ by considering the joint probability, fixing the number of
particless; andil; — s; of thei-th complex in the groups obtained. One sees

PR N () RS 0 ey R ity
Priv=0= 2 D

Z Pr(v(si,...,sgn1) =t1) Pr(v(lh —s1, ...,k —sg;m—mny) =t —t1),  (6)

t1=0

X

where we run over all < i < kand0 < s; < [; in the first sum. We multiply the both
sides of@i) byrt and sum ovet from 0 to n.We denote

E(ly,... ly;nyx) = (Z) <lk) Fgvslien).

Then [6) implies

E(ly,...,lg;n;x) =
I

Z E(s1,...,85;n1;2) E(ly — s1,...,lk — sk;n — ny; x). @)
i,Si:O
We multiply the both sides of the last formula bt .. z,C , wherezy, ..., z, are any

variables, and sum over dJlfrom O ton. Denoting

F(nyz;21,.. .52k Zz i z,ikEll,...,lk;n;x), (8)
i,0;=0

we get from[(}) that

F(n;x;21,...,28) = F(nys s ze, .oy 2p) F(n—ny x5 21, .00, 21) =
F(lyz21, .00, 21)" 9)

One easily sees that

1’ |f11:lk:07
E(ly,...,li;1;2) = {m otherwise

Then
F(lyz;zy,...,zp)=1—az+ax(1+21)... (1+ 2x)



and

- Zn: (;) ((1+21) ... (14 2z)™(1 — 2)" "™,

cwzk)=1—z4+2(1+21)...(1L+2)" =

From

m

(Q+2)...(1+2)) Z;O( ) <k>zilzfj

it follows that

F(nyz;21,...,2K) =

lz_jo O (i}o (’:) (Z:) (7’;) (1 gy,

becausd") = 0 for m < ;. This with @) together imply

E(ly,...,lg;nyx) = (Z) (;Z)Ea:” =

() (1) (-

and proves the first statement of the Theorem.
Let us prove the second statement. From the first statement we see that

Ex¥ =
nt -GG (n)
OO m
Then
M- frmom 1 m -1
il | Sl B e
=1
L m
ds(i)Lfs
is a polynomial in”* with some rational coefficient, dy, ..., dr. So
Ex¥ =
nt L " m I n
7y QL ds ) (—) S( >(1l)n M =
ABRAPIEP Pt

n n dExVL °
T ;

because the first statement of the Theorem implies

n

Ex¥s = Z(m)8<”)(1 — ) mgm,

n m
m=0



Therefore,

L L
Ex” < (Y [d|) Eatr, (10)

-G =

because offz": < Ez¥L, when0 < s < L and due tar > 1. Now

L
Do ldsl <
s=0

Really, |ds| being the coefficient of the polynomial

1 li—1
1+—-)...(1
(1+). . (1+

).

k

i=1

atz™~*, is bounded by the coefficient of the polynomial

k

Ha:(x—l—%)...(x—i—li;l)

i=1

atz“~*. Sothe sumZSL:0 |ds| is bounded by the value of the last polynomiakat 1.

Hence, [(ID)

k
Ez" < Ex¥ < H E

=1

14+1/n)...(1+(l; — 1)/n)EmyL
1—1/n)...(1—(; —1)/n) ’

becausdrz¥r < Ez” is obvious. This implies the Theorem.

Remark 1 The formula forEz” given in Theorerf3 is not convenient to compute with the
float point arithmetic, because in this alternating series some summands are much bigger
than the final result. One can instead use the following recurrent formula for computing
probabilities Pr(u = t):

Pr(p(ly +1,ly...,lg;n) =t) =
t+1
’Il*ll’

—t—1
u—l—Pr(u(ll,lg...,l;@;n):t+1)

Pr(p(ly,ly...,lg;n) =1t) p—

wherey = n — v is the number of empty boxes. This is a simple generalization of the
formula (5) at page 3 in[[7]. Then the expectatiordfis computed using the definition:

n

Ez¥ = Z Pr(u(ly,la ... lsn) = t)a" "
t=0

Let
f(z)=In(e* +¢ ' —1) — aln(z)

be a real-valued function in the real-valued variablfer a positive numbet. By z, we
denote the only positive root of the equation

of
0z

in z. One easily proves that there is only one such a root, see Lénma 3.

(2)=0 (11)

10



Theorem 4 Let ¢ be a fixed positive number such tiiat: 6 < 1. Then for any reay > 1

B <q", if L < nd;
g = O((qef(za)—oz-‘,-ozlna)n)7 if L > 716,

wherea = L/n andn tends to infinity.
Proof The statement is trivial fof. < n’. Let us prove this fof. > n°. We have
Eq™ = q"E(1/q)"",

whereur, = n — v is the number of empty boxes, whénparticles are independently
thrown inn boxes. Then formulas (25) and (29) bf [7] imply

L P n 0z
B/ = 5o e +a7 1"

where the integral is over any closed contour encircling the poiat0. A more general
integral was estimated inl[3] following Theorem 3 of [6], so we get

L enfa) 1
(1+0(—

e
n [o 52 Zal
Za 27T7137J;(Za) o

asn tends to infinity. We see that

R
0z e+qglt—1 =z

E(1/q)" = ) (12)

So
g%

efa +q =1  zy
We'll prove a technical Lemma now.

(13)

Lemma3 1. For any positive real numbex there exists only one solution, to the
equation[(I]l) and
max(a/q,a — 1) < z4 < a,

2. there is a constantsuch that

for any positive numbet.

Proof The functionze? /(e* 4+ ¢~* — 1) has a positive derivative for a positizeso for any
a > 0 there is only one,, satisfying [IB). Having represent¢d13) as

1
1—(I—q e za
one sees that/z, < ¢, due tog > 1. We also realize that

a(l—q)
60{

Zo = @+ w(—

),

wherew = w(—21=2")) s the closest td solution of the equation

al—q™")
weu] = _T

11



Itis easy to prove that1 < w < 0, SO > z, > « — 1. This proves the first statement of
the Lemma.
To prove the second statement one finds

0% f (g7t -1) !

922 (e tqg o1 22
Therefore,

«Q
B=—wmr—

22 922 (2a)

1
e e e ]

Sol < g < cfor some constant and anyz, > 0, and so for anyx > 0. This proves the
Lemma on the whole.

Let us return to the proof of the Theorem. Using Stirling approximation for the factorial
function, one gets fronj (12) that

E(1/q)s = a®me UG- |2 (14 0(1/L+1/(nz).
20552 (%a)

We have
nze > an/q=L/q>n’/q

because of. > n’. So
1/L+1/(nza) = o(1)

asn tends to infinity. Using statement 2. of Lempja 3 wegét /q)*+ = O(e"/(ze)—atalna))
This proves the Theorem.
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