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Abstract

Non-linear equation systems arise in many problems. It is well known that solving such
systems is NP-complete in general. In this paper we present a method for solving sparse
non-linear equation systems, using ideas from graph based iterative decoding techniques. The
motivation for doing this comes from cryptanalysis, and we try to attack DES using our method.
We show that it is easy to break three rounds of DES, and that four rounds also can be attacked
by guessing some of the key bits.

1 Introduction

Linear and differential cryptanalysis were described a decade ago, and posed a serious threat to
many block ciphers. However, it is understood how to design a block cipher to prevent these attacks,
and most modern block ciphers are designed accordingly. This has encouraged the cryptographic
community to look for other ways of doing cryptanalysis on block ciphers.

In the last few years there has been an increasing interest in algebraic attacks on block ciphers
[1, 2, 3]. Several papers without attacks, but demonstrating algebraic properties of ciphers have
also appeared [4, 5]. The attacks boil down to describing the cipher as a system of non-linear
equations, and then try to solve the system. Since the systems that arise are structured and sparse,
custom made versions of XL or Grébner base algorithms [7, 1] may be much better suited to the
specific system in question, than a general method for solving a system of non-linear equations.
This gives hope for discovering good algebraic attacks, despite the fact that solving general systems
of non-linear equations is NP-complete.

However, it is still unclear how well these attacks perform in practice. There is a need for good
examples where an algebraic attack on a block cipher has been successfully implemented. This paper
proposes a method for solving sparse systems of non-linear equations over GF'(2) using principles
from LDPC-decoding. The methods used performs very well on random sparse systems. Inspired
by this it has been implemented on DES with three (DES-3), and four (DES-4) rounds. The bottom
line after trying various settings of parameters in the algorithm is that it is easy to break DES-3
with two known plaintexts, and that DES-4 can be broken using eight known plaintexts and a bit
more work.

2 Building a graph from a system of equations
In this section we describe how to construct a graph from a system of equations.

Definition 2.1 A wvertex of the graph will be called a symbol, and it will be labelled by an ordered
set of variables. The set of variables in symbol S will be denoted v(S).



Each equation in the system will have a corresponding symbol. The set of variables in one
of these symbols will be all the variables the equation contains. There will also be many other
symbols, and the variable set in one of these symbols will be contained in the variable set of a
symbol connected to an equation. The symbols will be arranged in levels, such that two symbols
on the same level will never have an edge between them (they will not be neighbours).

The idea behind the construction is that each equation has some information about the solution
of the system, and the graph will serve to pass information among equations. Two equations that
depend on some of the same variables will be able to share information on the common variables
through other symbols.

2.1 Constructing the symbols

Assume our system has m equations in n variables. The set of variables that makes up equation ¢
are grouped together into symbol S;, i = 1,...,m. These m symbols make up level 0 in the graph.
Now we recursively construct level I from level [ — 1 as follows (I > 1):

o If v(S) C v(T) for two symbols S and T at level [ — 1, symbol S is moved down to level [.

e For each pair of symbols {S,T} remaining at level I — 1 we compute the set v(S) Nv(T). If
this set is non-empty, we check if there already is a symbol at level [ labelled by v(S) Nv(T).
In this case we do nothing, otherwise a new symbol at level [ is created, labelled with the set
v(S) Nv(T) (and the variables in the set are fixed in some order).

Note that the symbol at level [ with the largest set contains fewer variables than the symbol
with the largest set at level [ — 1, so at some point a level will contain no symbols. This ensures
that the above process stops, and that there will be a final level. The symbols created with this
algorithm will be all the vertices in the graph.

2.2 Stretching edges between symbols

After the symbols have been created and separated into levels, the edges are added. We start by
drawing the edges from level 1 to level 0, then from level 2 to level 1 and 0, then from level 3 to the
above levels, and so on. Assuming the edges from level [ and up has been drawn, the edges from
level I + 1 and up are constructed with the following procedure:

e For each symbol S at level [ + 1, and each symbol T" at level [, we draw an edge between S
and T if v(S) C v(T).

e Next, we consider edges between level [ + 1 and level [ — 1. For each symbol S at level [ 41,
and each symbol T" at level I — 1, we draw the edge between S and T if v(S) C v(T") and there
does not already exist a path of length 2 from S to T'.

e We continue in this fashion, considering the levels closest to level [ + 1 first. For each symbol
S at level [+ 1, and each symbol T at level [ — i, we draw the edge from S to T if v(S) C v(T)
and there does not already exist a path from S to T of length i+ 1,7 =0,...,[.

Since a symbol U at level [ has the label v(S) Nwv(T") for two symbols S, T at some level above,
we are guaranteed that a symbol not at the top level will have at least two neighbours at levels
above. These neighbours will be able to send information to each other through U.

2.3 Example of graph construction

Here we will show an example of the graph construction described above. We are given the following
system of 6 equations in 6 unknowns xg, ..., zs:

Ey: x5x0100 + 322 + 329 + Toxg + 25 + 3+ 1 =0

FEy 23201170 + Tox120 + X3T2 + Toxg + T2+ 21 =0



FEs : x5x021 + 242170 + T2T120 + T521 + X420 + 2221 + 25 +1 =0
FEs :x4x0 + 2309 + 23 =0
Ey 2503 +a423+244+21+1=0

Es x40 + 2423 + 2321 + 23+ 20+ 1 =0

From this we see that equation Ey contains the variables {xs, 3, z2, zo}, E1 depends on {z3, x2, 21,20},
etc. Level 0 of the graph will therefore look like the figure below, where we only label a symbol with
the indices of the variables it contains.

o

None of the symbols at level 0 has a label set contained in another symbol’s set, so there will
be no symbols moved down from level 0 to level 1. Next we take the intersection of label sets from
each pair of symbols at level 0 to create new symbols at level 1. We get the following picture, where
we also have indicated which of the new symbols have label sets contained in other symbols’ sets at
level 1, and will be moved down to level 2 in the next iteration of the construction.
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The construction algorithm creates four levels of symbols before it stops. The following picture
contains all the symbols of the graph.
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Next, we start drawing the edges by connecting symbols at level 0 and 1 according to the
procedure above to get the following picture.
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When we are finished making the edges, the graph construction is complete and we are left with
the following graph.
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Most of the edges connect symbols at neighbouring levels, but there are a few exceptions.

3 Message passing

Here we will describe how we will try to “decode” the solution of the system using the graph
constructed in the previous section. This is inspired from LDPC-decoding, where messages are
sent along the edges of the graph. The idea is that the information about the solution that every
equation has will be spread over the whole graph. Eventually we hope a solution that satisfies all
equations will emerge.

3.1 Configuration lists

We begin by defining what we mean by a configuration.



Definition 3.1 A configuration for a symbol S is an assignment of values to the variables in the
ordered set v(S).

In addition to the set of variables, a symbol S also contains a list of the possible configurations
S can have. These values have the form of bit-strings of length |v(S)|. The symbols at level 0 are
constructed from the equations in the system, so the list for one of these symbols will only contain
configurations that satisfy the associated equation. For example, the list of configurations for the
symbols (5320) and (432) in the example above will only contain the strings satisfying equations
Ey and Es, respectively:
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Since the equations defining the two symbols above are non-linear, the lists of configurations
are “unbalanced”. For example, symbol (5320) believes x5 = 1 with probability 0.75. Symbol (432)
knows that the symbol (32) can not have value 10, and believes it has value 00 with probability 0.5,
01 with probability 0.25 and 11 with probability 0.25. This unbalancedness in the equations are
necessary for our algorithm to work. It is interesting to note that configuration lists from a linear
system are completely balanced, and that the message-passing algorithm which we will describe is
useless on a linear system.

Keeping these configuration lists requires a big system to be sparse, in the sense that any one
equation in the system can not depend on too many variables. We must be able to run through all
the 219 possible configurations for symbol S in order to find out which ones to put on the list and
which ones to discard. The symbols at lower levels, not corresponding directly to an equation, also
contain configuration lists. Initially these lists contain all configurations for the associated sequence
of variables.

3.2 Combining messages

Definition 3.2 Let S and T be connected by the edge e, and assume that S is found on a higher
level than T'. A message on e is a probability distribution over bit-strings of length |v(T)|.

There will be two messages on e, one going to S and one going to 7. Initially, all distributions
in the graph will be uniform, corresponding to the fact that we do not know anything about the
solution before any messages have been sent. We can combine two probability distributions of the
same length using the point-product operator.

Definition 3.3 Let P = (po,...,per—1) and Q = (qo,-..,q2r—1) be two probability distributions
over bit-strings of length r. The point-product of P and Q, denoted by P x Q is defined as

1
PxQ=

N(pOQOa o ap2r—1q2r—1)7

where the normalizing constant N = Z?;glpiqi,

A message P coming in to S from a symbol at a higher level will be a distribution on con-
figurations of v(S). A message ) coming in to S from a neighbour T at a lower level will be a
probability distribution on configurations of only a subset of v(S), so these two distributions can
not be combined directly using the point-product rule. We solve this by expanding @ into Q' as
follows.



e For any bit-string 4 of length |v(S)|, take out the |v(T")| bits in ¢ found in positions corre-
sponding to variables also in v(T"). Rearrange these bits according to the order of v(T") into
bit-string j.

e Fori=0,...,2100E)| —1 let ¢} = g;/2//SI=1(T)I,

For example, if @ = (0.1,0.2,0.3,0.4) is a probability distribution for the symbol (30), the
expanded Q' for the symbol (320) will be @’ = (0.05,0.1,0.05,0.1,0.15,0.2,0.15,0.2).

The expansion is chosen like this because it preserves the information in Q. If Q' is marginalized
to the subset v(T') the resulting distribution will be @, so we have not lost any information. On
the other hand, if Q' is marginalized to the set v(S) \ v(T') the distribution will be uniform, so no
information has been added.

A new message from T to S is now computed as follows. Let the degree of T, the number of
edges incident to T, be d, and let Pi,..., P; be the distributions coming in to symbol T, where
we have expanded distributions coming from neighbours at lower levels. Let P; be the distribution
coming from S. A principle in LDPC-decoding is that a message from vertex v to vertex u should
not depend on the message received from u. This is because it would make it easier for small errors
in the messages from u to feed upon themselves and become big. We use the same principle, and
compute the new message P from T to S as

P:P1X...XPi,1XP¢+1X...><Pd.

The configuration list of 7" shows all possible values the symbol can have. Before the message is
sent, we therefore run through P and set the values in positions corresponding to configurations not
in the list to zero, and re-normalize. After this, the message is ready to be sent to S.

The message from S to T' is computed in the same way, combining all messages coming in to S
except for the one from T', but this time the resulting distribution must be marginalized to the set
v(T).

The reason for choosing the point-product for combining messages is that the probabilities of the
resulting distributions tend to be more extreme than the probabilities in the individual messages
before combining. For example, if P = (0.5,0.5) and @ = (0.3,0.7) are two distributions for the
symbol (0), then P x @ = (0.3,0.7). The fact that P has complete uncertainty about the value of
xo does not cause any doubt about the information @ has. If P = (0.4,0.6) and @ = (0.3,0.7),
then P x @ = (0.222,0.778), so when both P and @ agree on which value is more probable, the
combined message will have even more certainty about the value.

This is a general trend for larger distributions too. So the more messages are made using the
point-product rule, the less entropy they will have.

3.3 Deleting configurations solves the system

When a symbol receives a new message, it will run through its list of configurations. If the new
message says a configuration on the list has probability 0, the configuration is deleted from the list.

As more and more messages are sent on all the edges in the graph, the configuration lists found in
the symbols should become shorter, and hopefully they will eventually only contain one configuration
(assuming the system has a unique solution). The remaining configuration in a symbol will tell us
the values of the variables in the symbol, and collecting this information from all symbols gives us
a solution of the system.

3.4 Strength of messages

As noted above, the messages tend to have less entropy as the algorithm advances. In an imple-
mentation of the method, two small numbers multiplied together may give the answer 0 because of
the finite precision in the computer. If this causes the configuration that matches the solution to
be deleted, the algorithm will fail.



It seems like the algorithm described so far tries to push too much information through the
graph, too fast. Some messages lose their entropy faster than others, and these messages will
dictate a partial solution that suits the symbols locally around the edges where they exist. This
partial solution may fit very well in a subgraph, while not being part of the correct solution. When
this happens, a symbol in another part of the graph will eventually delete all its configurations,
killing all hope for a solution to be found.

What is needed is time to let the information in the messages flow through the whole graph
before making any hard decisions.

We can help on the situation by adjusting the strength of the messages being sent.

Definition 3.4 Let P = (po,...,p2r—1) be a probability distribution. We define P%, a > 0, as
Pa = _(pga R 7pg7‘—1)7

where N = Ef;gl p%, and with the convention that 0° = 0. We say that P® is P with strength a.

Note that P? = P x P, so it is natural to use this definition of strength when the point-product
rule is used to combine messages.

3.4.1 Strength O

For 0 < a < 1, the effect of giving P strength a is to bring the non-zero values in the distribution
closer to a uniform distribution. In the extreme case P°, the non-zero values will make a uniform
distribution. If we set each message to strength 0 before sending it, we will not run any risk of
deleting the correct configuration from a list. This is because all non-zero values in a distribution
will be the same, so when combining two messages all multiplications of non-zero values will be
the same. When a configuration is deleted from a list when using the strength zero strategy, it is
because it has been shown to be impossible by some of the equations in the system, not because it
was estimated to have too low probability.

Some systems may be solved using the strategy of letting each message have strength zero. When
a symbol S is deleting some configurations from its list, there may be a neighbour of S that may
use this information to also shorten its list, if it receives a message from S. This may give a chain
reaction of deletions. When the degree of connection of the graph is above some critical level, we
will never run out of symbols that can shorten its configuration list this way. Eventually only parts
of the correct solution will remain on the lists.

The system given in the example from Section 2 can be solved using the strength zero strategy.
Each equation in that system contains a large portion of the total number of variables, so each pair
of equations has two or three common variables. This is enough to keep the chain reaction going.
In the end, when no symbol can shorten its configuration list, each symbol has a list of one or two
configurations, one for each of the two possible solutions (x5, x4, 3,2, x1,20) = (1,0,1,1,0,0) or
($5, L4,T3,T2,T1, 33‘0) = (1, 07 0, 1, 1, 1)

For systems that are more sparse, the strength zero strategy does not work. If the graph is not
connected well enough, the deletion process described above stops rather fast, after only relatively
few configurations have been deleted. For these systems we may give a message strength a before
sending it, for some 0 < a < 1. If suitable a’s are chosen, we may stall the loss of entropy in some
messages for long enough to let information from other parts of the graph make an impact.

3.5 Message passing schedule

Now that we have defined how to combine messages and how to give them different strengths, we
will look at ways to schedule the message passing. The algorithm may use a static schedule, where
all the edges are updated according to a fixed order, or it may use a dynamic schedule, where the
next edge to be updated is chosen according to the current state of the graph. Our experience is
that dynamic scheduling is better than static, and this is what has been used on DES-3 and DES-4.



There are numerous ways to design a dynamic message passing schedule, and different lines
of reasoning that suggest one or another. One may compare messages using euclidean distance
or entropy. Euclidean distance has the advantage that two different messages will always have a
positive distance, but entropy is an information theoretic measure that says more about the amount
of information carried in a message, and thus is better suited for our use. When an edge is updated
it may be quarantined for some number of iterations, in order to avoid small loops in the sequence
of edges updated. Going in loops is bad for LDPC-decoding. We may have a bias towards updating
edges whose message is less “advanced”, either in the sense of high entropy or in the sense of low
euclidean distance from the uniform distribution. The reasoning behind this is that it should cause
the whole graph to be active, and that it will prevent any part of the graph to decide too quickly.
Then there is the question of which strength to give a message once it has been chosen, and the
question of how to compare probability distributions of different sizes.

A lot of trial and error has been done, and we will only describe the schedule that we found to
give the best results. We choose the next edge to send a message in the following way:

e The measure used on a probability distribution is average bit-entropy. If P is a distribution
on n bits, we compute H(P)/n (H is the entropy function), and call this value the average
bit-entropy of P.

e For each edge e containing the message P, we compute P’, the message that will be sent on
e if e is chosen as the next edge to be updated. We compute (H(P) — H(P'))/n, that is how
much the average bit-entropy will drop in this potential new message, and store the value in
a table.

e The edge that has the largest reduction in average bit-entropy is chosen as the next edge to
be updated.

The reason for trying this scheduling is that information about the system is spread as quickly
as possible. The edge containing the message that has the largest drop in average bit-entropy is the
edge that gives the most new information. We divide by the number of variables the message says
something about to get fair comparison of messages of different sizes.

Finally we handle the question about the strength of the messages being sent. We choose a
lower limit [ and an upper limit L. The strength is kept as a global variable in the system, and is
initialized to 0. Each time an edge is updated, if the reduction in average bit-entropy is below [,
the strength is increased and if it is above L it is decreased (unless it is 0). The limit [ is there to
make sure the algorithm is advancing, and the limit L is there to make sure no part of the graph
tries to decide too quickly.

3.6 Random sparse systems

An early version of a message-passing algorithm has been tested on random sparse systems of
equations that were a little overdefined. The results obtained were very promising and motivated
the development of the methods.

The systems were generated using a parameter s, that controls how sparse the systems should be.
When a system of equations in n variables is generated using s (0 < s < 1) to control the sparsity,
it means that each equation in the system can contain at most sn variables. Before creating the
equations, the solution the system should have, was chosen at random.

Each equation F in a system was generated as follows. First, the number of variables £ should
contain was picked at random from the interval [2, sn]. Let this number be ng. Then, the number
of configurations that should satisfy E was chosen at random from the interval [2,2"Z]. The config-
uration that matches the solution was put on the list first, and then the rest of the configurations
were chosen at random and added to the list.

The number of equations generated for each system was 1.2n, so the systems were slightly
overdefined, and the constructed solution would be the only one with high probability.



0101502 ]025(03]035|04 |045| 05 |06 | 07 | 08] 09 ] 1.0

10| - - - - - - 199 - 197 1 199 | 198 | 199 | 196 | 193
15| - - - - 199 - 200 - 200 | 199 | 196 | 187 | 182 | 176
20 | - - - - 199 - 195 - 196 | 193 | 184 | 177 | - -
25| - - 195 - 197 - 199 - 195 | 185 | 183 | - - -
30 | - - 195 - 199 - 195 - 189 | 169 | - - - -
40 192 | 194 | 197 | 198 | 198 | 190 | 188 - - - - - -

50 | 190 | 197 | 197 | 199 | 199 | 191 - - - - - - R -
60 | 195 | 196 | 199 | 198 | 193 - - - - - - - - N
70 | 185 | 198 | 198 | 197 - - - - - - - - R -

Table 1: Number of times random systems were solved, out of 200 tries.

Several choices for the parameters s and n were chosen, and for each choice 200 systems were
generated. The number of systems solved are summarised in Table 1. The rows are indexed with n,
and the columns with s. When s and n are too low, many of the systems we get will be degenerate.
When s and n are too high, it takes a long time to run the algorithm. For n < 30, s was increased
in steps of 0.1. For larger n, this would give rather few tests for each n before the computations
become too heavy, so for n > 40, s was increased in steps of 0.05. This explains why many of the
cells in Table 1 only contain a dash.

As can be seen, almost all systems were successfully solved. One can also see that as the systems
become less sparse, and contain more variables, the successrate drops.

4 Attacking DES

In the previous sections we have described how to construct a graph from a system of equations, and
how to try to solve the system by using a message passing algorithm on the graph. Our motivation
for studying sparse non-linear systems of equations comes from cryptanalysis, and the interest in
algebraic attacks.

In this section we will first construct a sparse system of non-linear equations from the DES
encryption algorithm, and then try our message passing algorithm to break the cipher by solving
the system.

4.1 The DES equation system

The DES is a Feistel cipher with 64-bit block and 56-bit key, details can be found in [6]. Here we
will disregard the initial and final permutations since they do not have influence on the security.
One important feature to note for our use is that each round key is only a permutation of 48 of
the 56 user selected key bits, the user selected key bits are not mixed in the key schedule. To get a
system of equations we must assume that we have some known plaintext/ciphertext pairs.

The round function of the cipher has four parts. First, the 32-bit input is expanded to 48 bits by
repeating half of the input bits. Next, a 48-bit round key is xored onto the block. Then the block
is split into eight 6-bit words, and each word is passed through an S-box producing a 4-bit output.
The eight 4-bit outputs are joined to form a 32-bit word, and the bits in this word are permuted
according to a fixed permutation P.

To get a system that is sparse enough, we give variable names to the 32 bits input to the round
function in each round, except for the first and last rounds which have plaintext and ciphertext
inputs. The setup for DES-4 is shown below, together with the details of the round function.
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We can now describe the whole encryption algorithm as a system of equations. The straight-
forward way will be to let each output bit of each S-box be a function of the input bits. Since the
four bits output from the same S-box share the same input, it is more efficient to group these four
equations into one, and make one configuration list for the input and output variables of the S-box.

One equation in our system will thus have the form

BoC=S[A® K],

where B and C are two 4-bit strings, and A and K are two 6-bit strings. K represents the six
bits of the round key input to S-box ¢, and A the six bits of the expanded input to the round that
goes into S-box i. The strings B and C are both four bits from the variables (possibly plaintext or
ciphertext) going into the rounds before and after the current round. The permutation P tells us

which of these bits that xored together gives the output of S-box i.
For example, using the convention that bits are numbered from left to right starting with index
1, the equation for S-box 1 in round two will be

YoY17Y23Y31 D Pa1P19Ps5Pe3 = S1[T32X1T2x3Tax5 B kickiokiskaskskr].

If we let (pa1paopsspss) = (0001), the start of the configuration list for the symbol made from
this equation will look like

ki kio kiz koe ks kr T30 11 T2 T3 m4 X5 Yo Yir Yo3 Y3l
0 0 0 0 0 O 0 o o0 o0 0 0 1 1 1 1
0 0 0 0 0 O 0 o 0 0 O 1 0 0 0 1
0 0 0 0 0 O 0 o o o 1 0 0 1 0 1
0 0 0 0 0 0 0 0O 0 0 1 1 1 1 1 0

For each of the 2'2 choices for the 12 input variables there is exactly one choice for the four
y-variables that satisfies the equation, so the configuration list will have length 2'2. The general
formula is that if an equation contains a variables, the configuration list in the corresponding symbol
will have length 2074,

Each equation that comes from the S-boxes in the first round of DES will have 10 variables: 6
key bits, 4 bits from the variables input to round two, the rest will be constants from the plaintext.

10



Likewise, the equations from the last round will also contain 10 variables. For DES-3, equations from
the middle round will contain 12 variables: 6 bits from the input to the round, 6 key bits, the output
of the S-box will be a constant xor of plaintext and ciphertext bits. For DES-r (r > 4), equations
from S-boxes in the second round will contain 16 variables, 12 of them input to the S-box and four
of them in the output, the rest of the bits in the output will come from the plaintext. Equations
from round r — 1 will also contain 16 variables. Equations from any of the rounds 3,...,r — 2 will
have 20 variables, all the strings A, B, C and K from the general equation will be variables.

This means that the largest configuration lists we will have to consider will have 2'¢ elements,
and that the complexity of running a message-passing algorithm on the graph will only grow linearly
with the number of rounds, after five rounds. This does not necessarily mean that the complexity
of solving these systems only grows linearly after five rounds.

Building the system of equations as described above needs one known plaintext/ciphertext pair.
If we have more than one pair, we can easily generalize the setup of the equation system. We build
an equation system for each of the plaintext/ciphertext pairs we have. The variables representing
the key bits should be the same among the systems, and the variables representing intermediate
ciphertexts should be different. We can then build one graph from this larger system of equations,
and run the message-passing algorithm on it.

4.2 Results for DES-3 and DES-4

The methods given in this paper have been implemented and tested on the equation systems from
DES-3 and DES-4. Here we will present the results. The limits that were chosen for adjusting the
strength of the messages are [ = 0.01 and L = 0.03, and the strength was adjusted in steps of 0.001.
It turns out that the performance of the algorithm depends on the plaintexts and the key. Some
sets of plaintexts and keys give away the solution easier than others.

It is interesting to compare our results to other known attacks on DES-3 and DES-4. There is
a meet-in-the-middle attack on DES-3 that requires two known plaintexts. This attack is a simple
exhaustive search, where we are allowed to search for only 12 bits of the key at the time. A similar
attack can not be extended to DES-4, but in [8], the authors write that a differential attack on
DES-4 will succeed with 16 chosen plaintexts.

4.2.1 DES-3

There is a big difference in the hardness of solving the DES-3 systems using one plaintext versus the
hardness using two plaintexts. One reason for this is that a lot of important symbols are made in a
graph using two or more plaintexts, that are not made using only one. When using two plaintexts,
the equation system above is constructed twice. The intermediate X-variables in each system should
be different, but the key variables are shared. For each S-box in a round, there are two equations
made using it, one for each plaintext. These equations are made into two symbols S and S’. In
the graph construction, we will take the intersection of v(S) and v(S’), and produce a new symbol
from this set. This symbol will consist of all the six key variables that are going into this S-box.
These symbols are made for each S-box in every round, and our results indicate they make a big
difference.

When only one plaintext/ciphertext pair is used, the graph has 140 symbols and 522 edges.
In this case the algorithm always fails. We may simplify the system by guessing on some of the
key bits. The number of key bits that must be guessed in order to succeed with only one known
plaintext is approximately ten. Running the algorithm ten times using ten different plaintexts,
we only succeeded once when guessing on seven key bits. Running the algorithm ten times when
guessing ten of the key bits resulted in eight successful attempts.

DES-3 can be broken with two known plaintexts. The graph constructed using two plain-
text /ciphertext pairs has 303 symbols and 1280 edges. It is always possible to solve these systems
by only sending messages with strength zero. They are completely solved, all messages have entropy
0, after about 1500 - 2000 messages have been sent, depending on the plaintexts and the key chosen.
The running time on a normal PC with a 2.4 GHz processor is about one second.
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15 (14|13 )12 |11 |10 |9
416|440 - - |-
|11 73 |3]|1|0]-
27171751213
16110 7|6 |6 3] 2]2

Table 2: Number of times the systems from DES-4 were solved, out of 10 tries. The columns indicate
how many bits of the key was guessed, the rows indicate the number of known plaintext/ciphertext
used.

4.2.2 DES-4

We have also succeded in solving systems from DES-4, when some key bits are guessed. Running
some tests indicates there is a tradeoff between the number of bits guessed and the number of
plaintexts used. The results are summarized in Table 2. The rows of the table specifies the number
of plaintexts used and the columns are indexed by the number of key bits guessed. For each choice
of number of plaintexts and number of bits guessed, we ran the algorithm ten times, on ten different
sets of plaintexts. The numbers in the table show how many times the systems were solved.

As can be seen, when more plaintexts are used, the success rate drops more slowly when guessing
on fewer key bits.

5 Conclusions and future work

The work presented in this paper is part of ongoing research, and is not finished. There are some
natural questions that have not been answered in this paper. One of them is about using chosen
plaintexts. If plaintexts (or ciphertexts) are chosen in the right way, not only key variables but
also some variables from intermediate ciphertexts could be shared among subsystems coming from
individual plaintexts. Another obvious question is how many key bits must be guessed in order to
solve a system coming from five or more rounds of DES. During the tests, when we set some of the
key bits it was always the first bits that were set to the correct values. There may be some sets
of key bits that are more valuable to guess than ki, ko, ... Finding the key bits that give away the
most information about the solution of the whole system is also worth studying. There may also
be other ways to combine messages and other ways to schedule the message passing which results
in better algorithms.

These issues will be studied in the future. Meanwhile, we feel that the ideas and results presented
in this paper already are interesting enough on their own. We are not aware of other methods of
cryptanalysis based on iterative decoding algorithms, but the early results from this paper suggest
it has some merit and should receive more study.
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